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Interface and Execution Models in the Fluke Kernel

Bryan Ford Mike Hibler Jay Lepreau Roland McGrath Patrick Tullmann
Department of Computer Science, University of Utah

Abstract damental internal organization of the kernel implemen-

We have defined and implemented a kernel API thaltation. A central aspect of this internal structure is the
makes every exported operation fully interruptible anolexecutlon model in which the kernel hand!es in-kernel
restartable, thereby appearing atomic to the user. Tgvents such as processor traps, hardware interrupts, and

achieve interruptibility, all possible kernel states in which sy_stem calls. !n _thprocess modeiwhich is _used by tra.-
P Y, alp ditional monolithic kernels such as BSD, Linux, and Win-

a thread may become blocked for a “long” time are repre- NT h thread of control in th tem has it

sented as kernel system calls, without requiring the kernekowsI t, ezc th rea olcton rtotln fe fgs eg]l as| ?quvn

to retain any unexposable internal state. ernel stack—ihe complete state ot a thread 1S Implicitly
gncoded its stack. In thieterrupt modelused by systems

Since all kernel operations appear atomic, service :
- .. suchas V[8], QNX [19], and the exokernel implementa-
h ransparent checkpointing and pr: migrati
such as transparent checkpointing and process mig atolgns [13, 22], the kernel uses only one kernel stack per

that need access to the complete and consistent state of A eesoE-thus for tvpical UNIBrOCessor confiaurations
process can be implemented by ordinary user-mode pro[2 u ypical unip Igurations,

cesses. Atomic operations also enable applications tﬁn:yrotn(ienkei:nil Srt:lclk' tA tkhri“id I\Tvr? grgc?ss—mo\(ljvil l;er—
provide reliability in a more straightforward manner. €l retains 1S kernel stack state when It SIeeps, whereas

This API also allows us to explore novel kernel im- in an interrupt-model kernel threads must explicitly save

plementation techniques and to evaluate existing techanY Important kgrnel state before sleeplng, since there is
. o ; .no stack implicitly encoding the state. This saved kernel
nigues. The Fluke kernel's single source implements ei-

ther the “process” or the “interrupt” execution model on state is often known as@ntinuationf11], since it allows

both uniprocessors and multiprocessors, depending ontftl1e thread to “continue” where it left off.

configuration option affecting a small amount of code. In this paper we draw attention to the distinction be-
We report preliminary measurements comparing fully,fween an interrupt-modékrnel implementatior-a ker-
partially and non-preemptible configurations of both pro_neI that uses only one kernel stack per processor, explic-
cess and interrupt model implementations. We find thattly saving important kernel state before sleeping—and
the interrupt model has a modest performance advar@n “atomic”kernel APi—a system call API designed to
tage in some benchmarks, maximum preemption Iatenc?"mi”ate implicit kernel state. These two kerne_l prop-
varies nearly three orders of magnitude, average preem@/ties are related but fall on orthogonal dimensions, as
tion latency varies by a factor of six, and memory uselllustrated in Figure 1. In a purely atomic ARill pos-
favors the interrupt model as expected, but not by a |arg§ible states in which a thread may sleep for a noticeable
amount. We find that the overhead for restarting the mos@mount of time are cleanly visible as a kernel entrypoint.

costly kernel operation ranges from 2—8% of the cost of Or €xample, the state of a thread involved in any sys-
the operation. tem call is always well-defined, complete, and immedi-

ately available for examination or modification by other
1 Introduction threads; this is true even if the system call is Ion.g-runni.ng
and consists of many stages. In general, this requires
An essential issue of operating system design and imall system calls and exception handling mechanisms to
plementation is when and how one thread can block ange cleanlyinterruptibleandrestartable in the same way
relinquish control to another, and how the state of a threaghat the instruction sets of modern processor architectures
suspended by blocking or preemption is represented iare cleanly interruptible and restartable. For purposes of
the system. This crucially affects both the kernel inter-readability, in the rest of this paper we will refer to an
face that represents these states to user code, and the fuxP| with these properties as “atomic.” We use this term

, because, from the user’s perspective, no thread is ever in
This research was largely supported by the Defense Advanced Ret-

search Projects Agency, monitored by the Dept. of the Army under he middle of any system call.
contract DABT63-94—-C—-0058, and the Air Force Research Laboratory, \\e have developed a kernel, Fluke [16], which ex-

Rome Rest_earch SlFe, .USAF, under agreement F30602—-96—2-0269. ports a purely atomic API. This API allows the com-
Contact information: lepreau@cs.utah.edu, Dept. of Computer Sci- .
ence, 50 Central Campus Drive, Rm. 3190, University of Utah, SLC,Plete state of any user-mode thread to be examined and

UT 84112-9205. http://www.cs.utah.edu/projects/flux/. modified by other user-mode threads without being arbi-




Execution Model kernel’s execution model. (iii) To present the first com-

Interrupt Process parison between the two kerniehplementatiormodels
using a kernel that supports both in pure form, revealing

® Fluke Fluke © that the models are not necessarily as different as com-
" (interrupt-model) (process-model)’ monly believed. (iv) To show that it is practical to use
} : process-model legacy code in an interrupt-model kernel,
3.V .V : and to present several techniques for doing so.
{original)  (Carter) Mach  Mach: The rest of the paper is organized as follows. In Section
: (Draves)  (original): 2 we look at other systems, both in terms of the “atom-
icity” their APl and in terms their execution models. In
Section 3 we define the two models more precisely, and
examine the implementation issues in each, looking at the
strengths and weaknesses each model brings to a kernel.
Fluke's atomic API is detailed in Section 4. In the fol-
lowing section, we present six issues of importance to the
execution model of a kernel, with measurements based
Figure 1: The kernel execution and API model continuums. on different configurations of the same kernel. The final

V was originally a pure interrupt-model kernel but was later section summarizes our analysis.
modified to be partly process-model; Mach was a pure process-

model kernel later modified to be partly interrupt-model. Fluke 2 Related Work

supports either execution model via compile time options.

Atomic

API Model
®

Conventional

Related work is grouped into kernels with atomic or
near-atomic system call APIs and work related to kernel

trarily delayed. Supporting a purely atomic API slightly €xecution models.
increases the width and complexity of the kernel inter- .
face but provides important benefits to user-level applica2-1  Atomic System Call AP
tions in terms of the power, flexibility, and predictability ~ The clean interruptibility and restartability ofstruc-
of system calls. tionsis now recognized as a vital property of all mod-
In addition, Fluke supportsoththe interrupt and pro- €rn processor architectures. However, this has not always
cess execution models through a build-time configuratiof?€€n the case; as Hennessy and Patterson state:
option affecting only a small fraction of the source, en-
abling a comparison between them. Fluke demonstrates
that the two models are not necessarily as different as they
have been considered to be in the past; however, they each
have strengths and weaknesses. Some processor archi-
tectures inherently favor the process model and process
model kernels are easier to make fully preemptible. Al-
though full preemptibility comes at a cost, this cost is as-
sociated with preemptibility, not with the process modelSince kernel system calls appear to user-mode code es-
itself. Process model kernels use more per-thread kewsentially as an extension of the processor architecture,
nel memory, but this is unlikely to be a problem in prac- the OS clearly faces a similar challenge. However, few
tice except for power-constrained systems. We show thagperating systems have met this challenge nearly as thor-
while an atomic API is beneficial, the kernel's internal oughly as processor architectures have.
execution model is less important: an interrupt-based or- For example, the Unix API [20] distinguishes between
ganization has a slight size advantage, whereas a processhort” and “long” operations. “Short” operations such
based organization has somewhat more flexibility. as disk reads are made non-interruptible on the assump-
Finally, contrary to conventional wisdom, our kernel tion that they will complete quickly enough that the delay
demonstrates that it is practical to use legacy processwill not be noticeable to the application, whereas “long”
model code even within interrupt-model kernels. The keyoperations are interruptible but, if interrupted, must be
is to run the legacy code user modéut in thekernel's  restarted manually by the application. This distinction is
address space arbitrary and has historically been the source of numer-
Our key contributions in this work are: (i) To present a ous practical problems. The case of disk reads from an
kernel supporting a pure atomic APl and demonstrate th&\FS server that has gone down is a well-known instance
advantages and drawbacks of this approach. (ii) To exef this problem: the arbitrarily long delays caused by the
plore the relationship between an “atomic API” and thenetwork makes it inappropriate to treat the read operation

This last requirement is so difficult that com-
puters are awarded the tittestartableif they
pass that test. That supercomputers and many
early microprocessors do not earn that badge of
honor illustrates both the difficulty of interrupts
and the potential cost in hardware complexity
and execution speed. [18]



as “short,” but on the other hand these operations canence of more complex operations which are not inher-
not simply be changed to “long” and made interruptible ently idempotent.
because existing applications are not written with the ex- On the other side of the spectrum, the Incompatible
pectation of having to restart file reads. Time Sharing (ITS) operating system [12], developed in
The Mach API [1] implements /O operations using the 1960s and 1970s at MIT for the DEC PDP-6 and PDP-
IPC; each operation is divided into an RPC-style requesi0 computers, demonstrated the feasibility of implement-
and reply stage, and the API is designed so that the ogng a fully atomic API at a much higher levels of abstrac-
eration can be cleanly interrupted after the request hation than Fluke, implementing facilities such as process
been sent but before the reply has been received. Thigontrol, file systems, and networking. ITS allowed all
design reduces but does not eliminate the number of situsystem calls to be cleanly interrupted and restarted, rep-
ations in which threads can get stuck in states that are ngesenting all aspects of a suspended computation in the
cleanly interruptible and restartable. For example, a comeontents of a thread’s user-mode registers: in fact, this
mon remaining case is when a page fault occurs whilg@roperty was a central principle of the system’s design
the kernel is copying the IPC message into or out of theand substantial effort was made in the implementation to
user’s address space; the IPC operation cannot be clearghieve it. An unpublished memo [4] describes the de-
interrupted and restarted at this point, but handling thesign and implementation in detail, though to our knowl-
page fault may involve arbitrary delays due to communi-edge no formally published work has previously identi-
cation with other user-mode servers or even across a nefied the benefits of an atomic APl and explored the im-
work. KeyKOS [6] comes very close to solving this prob- plementation issues.
lem by limiting all IPC operations to transfer at most one  There are several systems which use concepts similar
page of data and performing this data transfer atomicallyto Fluke’s atomic system call API in different areas of
however, in certain corner-case situations it gains promptoperating systems. Quicksilver [17] and Nonstop [3] are
ness by sacrificing correctnesémoeba [26] allows one  transactional operating systems; in both of these systems,
user-mode process (@iusterin Amoeba terminology) the kernel provides primitives for maintaining transac-
to “freeze” another process for debugging purposes, buional semantics in a distributed system. In this way,
processes cannot be frozen in certain situations such &gnsactional semantics are provided for high-level ser-
while waiting for an acknowledgement from another net-vices such as file operations even though the basic ker-
work node. V [8, 32] allows one process to examine andnel operations on which they are built may not be. The
modify the state of another, but the retrieved state is inVINO [29] kernel uses transactions to maintain system
complete, and state modification is only allowed if theintegrity when executing untrusted software extensions
target process is awaiting an IPC reply from the modify-downloaded into the kernel. These transactions make
ing process. graft invocations appear atomic, even though invocations
In scheduler activations [2], user threads have no kerof the basic kernel API are not wrapped in transactions.
nel state at all when they are neither running on a proces- )
sor in user-mode, nor blocked in the kernel on a systen?-2  Kernel Execution Models
call or page fault. However, threads blocked in system Many existing kernels have been built using either the
calls have complex state that is represented by a “scheddterrupt or the process model internally: for example,
uler activation” kernel object just as it would be by a ker- Most Unix systems use the process model exclusively,
nel thread object; that state is not available to the user. Whereas QNX[19], the Cache Kenrel, and the exokernels

The Cache Kernel [9] and the Aegis [13] and Xok [22] YS€ the interrupt model exclusively. Other systems such

exokernels implement atomic kernel interfaces by re-2S Firefly's Taos [25, 28] were designed with a hybrid

stricting the kernel API to managing extremely low-level Mdel where threads often give up their kernel stacks in

abstractions so that none of the kernel system calls evérticular situations but can retain them as needed to sim-
have any reason to block, and therefore they avoid th&!ify the kernel'simplementation. Minix [30] used kernel
need for handling restarts or interruptions. Although thistréads to run process-model kernel activities such as de-
is a perfectly reasonable and compelling design strategy//C driver code, even though the kernel “core” used the

the somewhat higher-level Fluke AP demonstrates thalt€rrupt model. The V kernel was originally organized
strict atomicity can be implemented even in the pres-2round & pure interrupt model, but was later adapted by
Carter [7] to allow multiple kernel stacks while handling
1if the client's data buffer into which an IPC reply is to be received P23€ f.aUItS_' The MlaCh 3.0 _ke.mel (1] was tgken in the
is paged out by a user-mode memory manager at the time the reply i®PpOSite direction: it was originally created in the pro-
_made, the ker_nel simply discards th_e re_ply message rather_ than alloweess model, but Draves [10, 11] later adapted it to use a
ing the operation to be delayed arbitravily long by a potentially unco- partial interrupt model by adding continuations in key lo-
operative user-mode pager. This usually was not a problem in practic . . . . w "
because most paging in the system is handled by the kernel, which i§ations in the kernel and by introducing a “stack handoff

trusted to service paging requests promptly. mechanism. However, not all kernel stacks for suspended




threads were eliminated. Draves et. al. also identified that these times the kernel may switch to a different thread
optimization ofcontinuation recognitionwhich exploits  having its own separate kernel stack state, and then switch
explicit continuations to recognize the computation a susbhack later when the first thread’s wait condition is satis-
pended thread will perform when resumed, and do parfied. The important point is that each thread retains its
or all of that work by mutating the thread’s state with- kernel stack state even while it is sleeping, and therefore
out transferring control to the suspended thread’s contexhas an implicit “execution context” describing what op-
Though it was used to good effect within the kernel, user-eration it is currently performing. Threads may even hold
mode code could not take advantage of this optimizatiorkernel resources, such as locks or allocated memory re-
technique because the continuation information was nogions, as part of this implicit state they retain while sleep-
available to the user. In Fluke, the continuation is expliciting.
in the user-mode thread state, giving the user a full, well- An interrupt modekernel, on the other hand, uses only
defined picture of the thread’s state. one kernel stack per processor—for typical uniproces-
The ITS system used the process model of executiorgor kernels, just one kernel stack. This stack only holds
each thread always having a private kernel stack that thetate related to theurrently runningthread; no state is
kernel switched to and from for normal blocking and pre-stored for sleeping threads other than the state explicitly
emption. To ensure the API's atomicity guarantee, im-encoded in its thread control block or equivalent kernel
plementations of system calls were required to explicitlydata structure. Context switching from one thread to an-
update the user register state to reflect partial completionther involves “unwinding” the kernel stack to the begin-
of the operation, or to register special cleanup handlers taing and starting over with an empty stack to service the
do so for a system call interrupted during a block. Oncenew thread. In practice, putting a thread to sleep often in-
a system call blocked, an interruption would discard allvolves explicitly saving state relating to the thread’s oper-
context except the user registérand run these special ation, such as information about the progress it has made
cleanup handlers. The implementation burden of thesé an I/O operation, in @ontinuationstructure. This con-
requirements was eased by the policy that each user mertinuation information allows the thread to continue where
ory page touched by system call code was locked in coré left off once it is again awakened. By saving the re-
until the system call completed or was cleaned up andjuired portions of the thread’s state, it essentially per-
discarded. forms the function of the per-thread kernel stack in the
We are not aware of any previous kernel that simul-process model but without the overhead of a full kernel
taneously supported both the “pure” interrupt model andstack.

the “pure” process model through a compile-time config-
uration option. 3.1 Kernel Structure vs. Kernel API

The internal thread handling model employed by the
kernel is not the only factor in choosing a kernel design.
There tends to be a strong correlation between the ker-

An essential feature of operating systems is managingel's execution model and tHdnds of operations pre-
many computations on a smaller number of processorsented by the kernel to application code in the kernel’s
typically just one. Each computation is represented in theaP|. Interrupt-model kernels tend to export short, simple,
OS by a thread of control. When a thread is suspendedtomic operations that don’t require large, complicated
either because it blocks awaiting some event or is precontinuations to be saved to keep track of a long running
empted when the scheduler policy chooses another threasperation’s kernel state. Process-model kernels tend to
to run, the system must record the suspended threadisxport longer operations with more stages because they
state so that it can continue operation later. The way a@re easy to implement given a separate per-thread stack
OS kernel represents the state of suspended threads isad they allow the kernel to get more work done in one
fundamental aspect of its internal structure. system call. There are exceptions, however; in particular,

In the process modetach thread of control in the sys- ITS used one small (40 word) stack per thread despite its
tem has its own kernel stack. When a thread makes grovision of an atomic API. [5]
system call or is interrupted, the processor switches to Thus, in addition to the execution model of the ker-
the thread’s assigned kernel stack and executes an appneel itself, a distinction can be drawn between an atomic
priate handler in the kernel’s address space. This handlgkPI, in which kernel operations are designed to be short
may at times cause the thread to go to sleep waiting foand simple so that the state associated with long-running
some event, such as the completion of an I/O requestctivities can be maintained mostly by the application
process itself, and a conventional API, in which opera-

2Each ITS thread (or “job”) also had a small set of “user variables” tions tend to be Ionger and more complex and their state
that acted as extra “pseudo-registers” containing additional parameters

for certain system calls. Fluke uses a similar mechanism on the x86S maima_‘in?d py the kernel invisibly to the applic;ation.
because it has so few registers. This stylistic difference between kernel API designs is

3 The Interrupt and Process Models




analogous to the “CISC to RISC” shift in processor ar-interactions with other threads in the system. Such state
chitecture design, in which complex, powerful operationsmanipulation operations can be delayed in some cases,
are broken into a series of simpler instructions with morebut only by activities internal to the kernel that do not
state exposed through a wider register file. depend on the promptness of other untrusted application

Fluke exports a fully interruptible and restartable threads; this is the API'Rromptnesgequirement. For
(“atomic”) API, in which there are no implicit thread example, if a thread is performing an RPC to a server
states relevant to, but not visible and exportable to appliand is waiting for the server’s reply, its state must still be
cation code. Furthermore, Fluke’s implementation can bgromptly accessible to other threads without delaying the
configured at compile-time to use either execution modebperation until the reply is received.

in its pure form (i.e., either exactly one stack per proces- |n addition, the Fluke API requires that, if the state of
sor or exactly one stack per thread); to our knowledge ityn application thread is extracted at an arbitrary time by
is the first kernel to do so. In fact, itis Fluke's atomic APl gnother application thread, and then the target thread is
that makes it relatively simple for the kernel to run using destroyed, re-created from scratch, and reinitialized with
either organization: the difference in the kernel code forthe previously extracted state, the new thread must be-
the two models amounts to only about two hundred ashave indistinguishably from the original, as if it had never

sembly language instructions in the system call entry angheen touched in the first place. This is the ARKsTect-
exit code, and aboutfifty lines of C in the context switch- nesgrequirement.

ing, exception frame Iayogt, and t_hread startup c;ode. This Fulfilling only one of the promptness and correctness
code deals almost exclusively with stack handling. Therequirements is fairly easy for a kernel to do, but strictly

configuration option to select between the two models _ . . : e .
. . . isfyin h is more difficult. For example, if prompt-
has no impact on the functionality of the API. Note that satisfying both is more difficult. For example, if prompt

the current imolementation of Fluke is not hiahly opti- ness is not a requirement, and the target thread is blocked
) P : L gnly opt- 4, o system call, then thread manipulation operations on
mized, and more extensive optimization would naturally

X : . X o that target can simply be delayed until the system call is
e a0 gompete, This i the appraach generaly aken by ce-
P P ugging interfaces such as Unix¢race and/proc

the.other.: €.g., the process merI |mpl'ementat|on coul acilities [20], for which promptness is not a primary
avoid rolling back and restarting in certain cases, wherea oncern—e.g., if users are unable to stop or debug a pro-
the interrupt model |mp_Iementat|on C.OL'ld avoid re.turnlngcess because it is involved in a non-interruptible NFS
through layers of fun.ct|on calls by S|mply tr'uncat|r.1g .the read, they will either just wait for the read to complete
gtack on context SW'FCh?S' However, similar opt|m|za-0r do something to cause it to complete sooner—such as
tions generally apply in either case even though they ma¥ebooting the NES server

manifest differently depending on the model, so we be- , B .
lieve that despite this caveat, Fluke still provides a valu- Similarly, if correctness is not an absolute requirement,
able testbed for analyzing these models. The API andhen if one thread tries to extract the state of another

implementation model properties of the Fluke kernel andréad at an inconver?ie“nt time, the”kernel' can simply re-
their relationships are discussed in detail in the followingtUrn the target thread's "last known” state in hopes that it
sections. will be “good enough.” This is the approach taken by the

Mach 3.0 API, which provides thread _abort sys-
. . tem call to forcibly break a thread out of a system call in
4 Properties of an Atomic AP order to make its state accessible; this operation is guar-
An atomic API provides four important and desirable anteed to be prompt, but in some cases may affect the
properties: prompt and correct exportability of thread state of the target thread so that it will not behave prop-
state, and fulinterruptibility andrestartabilityof system  erly if it is ever resumed. To support process migration,
calls and other kernel operations. To illustrate these basithe OSF later addedthread _abort _safely system
properties, we will contrast the Fluke API with the more call [27] which provides correctness, but at the expense

conventional APIs of the Mach and Unix kernels. of promptness.
Prompt and correct state exportability are required to
4.1 Promptness and Correctness varying degrees in different situations. For process con-

The Fluke system call API supports the extraction, ex-trol or debugging, correctness is critical since the target
amination, and modification of the state of any thread bythread’s state must not be damaged or lost; promptness
any other thread (assuming the requisite access checks not as vital since the debugger and target process are
are satisfied). The Fluke APl requires the kernel to ensurender the user’s direct control, but a lack of promptness
that one thread always be able to manipulate the state @ often perceptible and causes confusion and annoyance
another thread in this way without being held up indef-to the user. For conservative garbage collectors which
initely as a result of the target thread’s activities or itsmust check an application thread’s stack and registers for



pointers, correctness is not critical as long as the “lastatomic in this way, others fundamentally require the pres-
known” register state of the target thread is available ence of intermediate states. For example, there is an IPC
Promptness, on the other hand, is important because witlsystem call that a thread can use to send a request mes-
out it the garbage collector could be blocked for an arbi-sage and then wait for a reply. Another thread may at-
trary length of time, causing resource shortages for othetempt to access the thread’s state after the request has
threads or even deadlock. User-level checkpointing, probeen sent but before the reply is received; if this hap-
cess migration, and similar services clearly require corpens, the request clearly cannot be “un-sent” because it
rectness, since without it the state of re-created threadsas probably already been seen by the server; however,
may be invalid; promptness is also highly desirable andhe kernel can’t wait for the reply either since the server
possibly critical if the risk of being unable to checkpoint may take arbitrarily long to reply. Mach addressed this
or migrate an application for arbitrarily long periods of scenario by allowing an IPC operation to be interrupted
time is unacceptable. Mission critical systems often em-between the send (request) and receive (reply) operations,
ploy an “auditor” daemon which periodically wakes up later restarting the receive operation from user mode.

and tests each of the system’s critical threads and data o more subtle problem is page faults that may occur

structures for integrity, which is cIearIy_onIy possible_ ifa while transferring IPC messages. Since Fluke IPC does
correct snapshot of the system's state is available without ot ahitrarily limit the size of IPC messages, faulting IPC

unbounded delay. Common user-mode deadlock detegsyerations cannot simply be rolled back to the beginning.
tion and recovery mechanisms similarly depend on expqgitionally, the kernel cannot hold off all accesses to the

amination of the state of other threads. In short, althougﬁlaumng thread’s state, since page faults may be handled
real operating systems often get away with providing UNy user-mode servers. In Mach, a page fault during an
predictable or not-quite-correct thread control semanticsrpc transfer can cause the system call to block until the

in general promptness and correctness are highly desig; 1 is satisfied (an arbitrarily long period).

able properties. )
Fluke’s atomic API allows the kernel to update system

4.2 Atomicity and Interruptibility call parameters in place in the user-mode registers to re-
One natural implication of the Fluke API's prompt- flect the data transferred prior to the fault. Thus, while

ness and correctness requirements for thread control }gaiting for the fault to be satisfied both threads are left

that all system calls a thread may make must either ap'-” the well-defined state of having transferred some data

pear completelatomic or must be cleanly divisible into  @nd about to start an IPC to transfer more. The API for
user-visible atomic stages. Fluke system calls is directly analogous to the interface

An atomic system call is one that always completesOf machine instructions that operate on large ranges of

“instantaneously” as far as user code is concerned. If £"€MOry, such as the block-move and string instructions

thread’s state is extracted by another thread while the tai2" Machines such as the Intel x86 [21]. The buffer ad-
get thread is engaged in an atomic system call, the kerndresses and sizes used by these instructions are stored in
will either allow the system call to complete, or will trans- registers, and the instructions advance the values in these

parently abort the system call and roll the target thread€9iSters as they work. When the processor takes an inter-
back to its original state just before the system call wadUPt Or page fault during a string instruction, the param-
started. (This contrasts with the Unix and Mach AP|S,eter reg|ste_rs in the interrupted processor state have been
for example, where user code is responsible for restartingPdated to indicate the memory about to be operated on,
interrupted system calls. In Mach, the restart code is pa@"d the program counter remains at the faulting string in-
of the Mach library that normally wraps kernel calls; but Struction. When the fault is resolved, simply jumping to
there are intermediate states in which system calls canndf@t Program counter with that register state resumes the
be interrupted and restarted, as discussed below.) string operation in the exact spot it left off.

Because of the promptness requirement, the Fluke ker- Table 1 breaks the Fluke system call API into four
nel can only allow a system call to complete if the tar- categories, based on the potential length of each system
get thread is not waiting for any event produced by somesall. “Trivial” system calls are those that will always run
other user-level activity; the system call must be cur-to completion without putting the thread to sleep. For
rently running (i.e., on another processor) or it must beexample, Fluke'shread _self (analogous to Unix’'s
waiting on some kernel-internal condition that is guar-getpid ) will always fetch the current thread’s identi-
anteed to be satisfied “soon” without any user-mode infier without blocking. “Short” system calls usually run to
volvement. For example, a short, simple operation sucltompletion immediately, but may encounter page faults
as Fluke’s equivalent ajetpid  will always be allowed or other exceptions during processing. If an exception
to run to completion; whereas sleeping operations suclhappens then the system call will roll back and restart.
asmutex _lock are interrupted and rolled back. “Long” system calls are those that can be expected to

While many Fluke system calls can easily be madesleep for an extended period of time (e.g., waiting on a



| Type | Examples | Count | Percent] | Object | Description |
Trivial thread _self 8 7% Mutex A kernel-supported mutex which is safe for
Short mutex _trylock 68 64% sharing between processes.
Long mutex _lock 8 7% Cond A kernel-supported condition variable.
Multi-stage | cond _wait , IPC 23 22% Mapping | Encapsulates an imported region of mem-
[ Total [ [ 107] 100% | ory; ass_ociated with a Space (destinatign)
and Region (source).
Region Encapsulates an exportable region of mem-
Table 1:Breakdown of the number and types of system calls in ory,; associated with a Space.
the Fluke API. “Trivial” system calls always run to completion. | Port Server-side endpoint of an IPC.
“Short” system calls usually run to completion immediately, but | Portset A set of Ports on which a server thread waifs.
may roll back. “Long” system calls can be expected to sleep | Space Associates memory and threads.
indefinitely. “Multi-stage” system calls can be interrupted at | Thread A thread of control, associated with a Space.
intermediate points in the operation. Reference| A cross-process handle on a Mapping, Re-
gion, Port, Thread or Space. Most often used
as a handle on a Port that is used for initiat-
ing client-side IPC.

condition variable). “Multi-stage” system calls are those
that can cause the calling thread to sleep indefinitely and o _
can be interrupted at various intermediate points in thel@Ple 2:The primitive object types exported by the Fluke ker-
operation. nel.

Except for cond _wait and region _search —a
system call which can be passed an arbitrarily large re#-3 Examples from Fluke
gion of memory—all of the multi-stage calls in the Fluke  The Fluke kernel directly supports nine primitive ob-
API are IPC-related. Most of these calls simply repre-ject types, listed in Table 2. All types support a common
sent different options and combinations of the basic sendet of operations including create, destroy, “rename,”
and receive primitives. Although all of these entrypoints“point-a-reference-at,” “getbjstate,” and “sebbjstate.”
could easily be rolled into one, as is done in Mach, theObviously, each type also supports operations specific
Fluke API's design gives preference to exporting severato its nature; for example, a Mutex supports lock and
simple, narrow entrypoints with few parameters ratherunlock operations (the complete API is documented
than one large, complex entrypoint with many parame4n [15]). The majority of kernel operations are trans-
ters. This approach enables the kernel’s critical paths tparently restartable. For examplegrt _reference
be streamlined by eliminating the need to test for vari-a “short” system call, takes a Port object and a Reference
ous options. However, the issue of whether system calbbject and “points” the reference at the port. If either ob-
options are represented as additional parameters or gect is not currently mapped into memépya page fault
separate entrypoints is orthogonal to the issue of atomiPC will be generated by the kernel after which the ref-
icity and interruptibility; the only difference is that if a erence extraction will be restarted. In all such cases page
multi-stage IPC operation in Fluke is interrupted, the ker-faults are generated very early in the system call, so little
nel may occasionally modify the user-mode instructionwork is thrown away and redone.
pointer to refer to a different system call entrypoint in  Simple operations that restart after an error are fairly
addition to updating the other user-mode registers to inuninteresting. The more interesting ones are those that
dicate the amount of data remaining to be transferred. update their parameters, or even the system call entry

In [31] we more fully discuss the consequences of propoint, to record parFia.I success of the operat?on. The sim-
viding an atomic API. In summary, the purely atomic plest example of this is theond _wait operation which

API greatly facilitates the job of user-level checkpoint- atomically blocks on a condition variable, releasing the

ers, process migrators, and distributed memory :systemcfflSSOCIated mutex, and, when the calling thread is wo-

The correct, prompt access to all relevant kernel state

any thread in a system makes user-level managers the lock . T his. bef hread sl
selves correct and prompt. Additionally, the clean, unj-mutex lock . To represent this, before a thread sleeps

form management of thread state in an atomic API freedN the condition variable, the thread’s user-mode instruc-
the managers from having to detect and handle obscuﬁéon pointer is adjusted to point &}t thwt.ex -lock “entry .

corner cases. Finally, such an API simplifies the kerneP?iNt: @nd the mutex argument is put into the appropriate
itself and is fundamental to allowing the kernel imple- 3In Fluke, kernel objects are mapped into the address space of an

mentaﬂor“ easily to use eit.her the process or the interrupdppiication with the virtual address serving as the *handle” and memory
model; this factor will be discussed in Section 5. protections providing access control.

en, reacquires the mutex. In Fluke, this operation is
pRroken into two stages: theond _wait portion and the




register for the new entrypoint. Thus, if the thread is in- | Actual Cause of Exception Costto| Costto
terrupted or awoken it will automatically retry the mutex Remedy| Rollback
lock and not the whole condition variable wait. Client-side soft page fault 18.9 none

An example of a system call that updates its parame-|_Client-side hard page fault 118 22
ters is thépc _client _send system call, which sends | Server-side soft page fault 29.3 2.5
data on an already established IPC connection to a wait-__Server-side hard page fault 135 6.8

ing server thread. The call might either be the result

of an explicit invocation _by u_s_er code, or its invocation Table 3:Breakdown of restart costs in microseconds for pos-
could have been caused implicitly by the kernel due to theiple kernel-internal exceptions during a reliable IPC trans-
earlier interruption of a longer operation suchi@s - fer, the area of the kernel with the most internal syn-
client _connect _send, which establishes a new IPC chronization (specificallyjpc _client _connect _send _-
connection and then sends data across it. Regardless ofer _receive ). “Actual Cause” describes the reason the ex-
howipc _client _send was called, at the time of entry ception was raised: either a “soft” page fault (one for which the
one well-defined processor register contains the numbegernel can derive a page table entry based on an entry higher
of words to transfer and another register contains the ad?' the memory mapping hierarchy) or a *hard” page faut (re-
dress of the data buffer. As the data are transferred, th@ifng an RPC to a user-level memory manager) in either the
client or server side of the IPC. “Cost to Rollback” is roughly

pointer register is incremented and the word count IFegfhe amount of work thrown away and redone, while “Cost to

ister decremented to reflect the new start of the data t‘?&emedy” approximates the amount of work needed to service
transfer and the new amount of data to send. For €XaMpe fault. Results were obtained on a 200-Mhz Pentium Pro

ple, if an IPC tries to send 8,192 bytes starting from ad-yith the Fluke kernel configured using a process model without
dressOx08001800 and successfully transfers the first kernel thread preemption.

6,144 bytes and then causes a page fault, the registers

will be updated to reflect a 2,048 byte transfer starting

at addresx08003000 . Thus, the system call can gperations. However, we have found in practice that
be cleanly restarted without redoing any transfers. The although these seldom-used entrypoints are mandated
IPC connection state itself is stored as part of the currentpy the fully-interruptible API design, they are also di-
thread’s control block in the kernel so it is not passed as rectly useful to some applications; there are no Fluke

an explicit parameter, though that state too is cleanly ex- entrypoints whose purpose is solely to provide a pure
portable through a different mechanism. Interfaces of this interrupt-model API.

type are relatively common in Fluke, and the majority of
the IPC interfaces exploit both parameter and program
counter manipulation.

Thread state size Additional user-visible thread state

may be required. For example, in Fluke on the x86,
due to the shortage of processor registers, two 32-bit
“pseudo-registers” implemented by the kernel are in-

4.4 Disadvantages of an Atomic API cluded in the user-visible thread state frame to hold in-
This discussion reveals several potential disadvantagesermediate IPC state. These pseudo-registers add a little
of an atomic API: more complexity to the API, but they never need to be

Design effort required: The API must be carefully de- ~ accessed directly by user code except when saving and
signed so that all intermediate kernel states in which a estoring thread state, so they do not in practice cause a
thread may have to wait indefinitely can be representedPerformance burden.

in the explicit user-accessible thread state. Although the Overhead from Restarting Operations During some
Fluke APl demonstrates that this can be done, in our ex-system calls, various events can cause the thread’s state
perience it does take considerable effort. As a simple to be rolled back, requiring a certain amount of work to
example, consider the requirement that updatable sys-be re-done later. Our measurements, summarized in Ta-
tem call parameters be passed in registers. If insteadble 3, show this not to be a significant cost. Application
parameters were passed on the user-mode stack, modihreads rarely access each other’s state (e.g., only during
fying one might cause a page fault—an indefinite wait— the occasional checkpoint or migration), so although it
potentially exposing an inconsistent intermediate state. is important for this to be possible, it is not the com-
API width : Additional system call entrypoints (or ad- Mon case. The only other situation in which threads are
ditional options to existing system calls) may be re- folled backis when an exception such as a page fault oc-

quired to represent these intermediate states, effectivelycUrs, and in such cases, the time required to handle the
widening the kernel's API. For example, in the Fluke €xception invariably dwarfs the time spent re-executing

API, there are five system calls that are rarely called di- @ Small piece of system call code later.
rectly from user-mode programs, and are instead usu-Architectural bias: Certain older processor architec-
ally only used as “restart points” for interrupted kernel tures make it impossible for the kernel to provide cor-



rect and prompt state exportability, because the procedls9-send_rev(msg, option,

. send_size, rcv_size, ...) {
sor itself does not do so. For example, the Motorola rc = msg_send(msg, option,
68020/030 saved state frame includes some undocu- send_size, ...);
mented fields whose contents must be kept unmodified if (rc != SUCCESS)
by the kernel; these fields cannot safely be made acces- return rc;
sible and modifiable by user-mode software, and there- rc = msg_rcv(msg, option, rcv_size, ..):
fore a thread’s state can never be fully exportable when return rc;

certain floating-point operations are in progress. How-
ever, most other architectures, including the x86 and

even other 68900-class processors, such as the 68O4lﬂgure 2:An example IPC send and receive path in a process

do not have this problem. model kernel. Any waiting or fault handling during the opera-
In practice, none of these disadvantages has caused tign must keep the kernel stack bound to the current thread.
significant problems in comparison to the benefits of cor-

rect, prompt state exportability. . . . . . .
promp P y The following sections discuss these issues in detail and

5 Kernel Execution Models provide concrete measurement results where possible.

We now return to the issue of the execution model usedj 1 Exported AP
ina kernel'simplementation While there is typ.icallly a In kernels with medium-to-high level API's, one of
e L 1 T8 most common ajectons t e et based .

. N y way i i PECution model is that it requires the kernel to maintain
dent. In this section we report our experiments with Fluke

. . xplici ntinuations. r rvation is th ntin-
and, previously, with Mach, that demonstrate the follow-e p. cit cont uatof Sd Ou ol:ise atio ‘Q;,t a@ cont
ing findings. uations are not a fundamental property of an interrupt-

model kernel, but instead are the symptom of the mis-
Exported API: A process-model kernel can easily im- match between the kernel's APl and its implementation.
plement either style of API, but an interrupt-model ker- | prief, an interrupt-model kernel only requires contin-
nel has a strong “preference” for an atomic API. uations when implementing a conventional API; when
Preemptibility : It is easier to make a process-model an interrupt-model kernel serves an atomic AdXplicit
kernel preemptible, regardless of the API it exports;user-visible register state of a thread acts as the “continu-
however, it is easy to make interrupt-model kernelsation.”

partly preemptible by adding preemption points.

Performance  Depending on the application running Continuations _

on the kernel, either a process-model or interrupt-model TO illustrate this difference, consider the IPC pseu-
kernel can be faster, but not by much. In terms of pre_docod'e fragmentsin Figures 2, 3, and 4. The first shows a
emption latency, an interrupt-model kernel can performVery simplified version of a combined IPC message send-

as well as an equivalently configured process-model ker@nd-receive system call similar to theach-msg.trap
nel, but a fully-preemptible process-model kernel pro-System call inside the original process-model Mach 3.0
vides the lowest latency. kernel. The code first calls a subroutine to send a mes-

sage; if that succeeds, it then calls a second routine to
Memory use Naturally, process-model kernels use : T
jeceive a message. If an error occurs in either stage, the

more memory because of the larger number of kerneentire operation is aborted and the system call finishes b
stacks in the system; on the other hand, the size of ker= P Y y

. A .passing a return code back to the user-mode caller. This
nel stacks sometimes can be reduced to minimize thi Lo . o
. Structure implies that any exceptional conditions that oc-
disadvantage.

cur along the IPC path that should not cause the operation
Architectural bias: Some CISC architectures that insist g pe completely aborted, such as the need to wait for an
on providing automatic stack handling, such as the X86incoming message or service a page fault, must be han-
are fundamentally biased towards the process modefjied completely within these subroutines by blocking the
whereas most RISC architectures support both modelsyrrent thread while retaining its kernel stack. Once the
equally well. msg.send _rcv call returns, the system call is complete.
Legacy code Since most existing, robust, easily avail- Figure 3 shows pseudocode for the same IPC path
able OS code, such as device drivers and file systemsnodified to use a partial interrupt-style execution envi-
is written for the process model, it is easiest to use thisonment, as was done by Draves in the Mach 3.0 contin-
legacy code in process-model kernels. However, it isuations work [10, 11]. The first stage of the operation,
also possible to use this code in interrupt-model kernelsnsg send , is expected to retain the current kernel stack,
with a slight performance penalty. as above; any page faults or other temporary conditions



msg_send_rcv(msg, option, msg_send_rcv(cur_thread) {

send_size, rcv_size, ...) { rc = msg_send(cur_thread);
rc = msg_send(msg, option, if (rc != SUCCESS)
send_size, ...); return rc;
if (rc = SUCCESS)
return rc; set_pc(cur_thread, msg_rcv_entry);

rc = msg_rcv(cur_thread);
cur_thread->continuation.msg = msg;
cur_thread->continuation.option = option; if (rc != SUCCESS)
cur_thread->continuation.rcv_size = rcv_size; return rc;
return SUCCESS;

rc = msg_rcv(msg, option, rcv_size, ...,
msg_rcv_continue);
return rc; Figure 4: Example IPC send and receive path for a kernel
} exporting an atomic API. Theet _pc operation effectively
msg_rev._continue(cur_thread) { serves t_he same purpose as saving a continuation, using the
msg = cur_thread->continuation.msg; user-visible register state as the storage area for the continua-
option = cur_thread->continuation.option; tion. Exposing this state to user mode as part of the API pro-
rcv_size = cur_thread->continuation.rcv_size; vides the benefits of a purely atomic API and eliminates much
of the traditional complexity of continuations. The kernel never
needs to save parameters or other continuation state on entry

¢ = msg_rcv(msg, option, CV_Size, ., because it is already in the thread’s user-mode register state.

msg_rcv_continue);
return rc;

including the continuation function pointer itself (point-
ing tomsg.rcv _continue ), is part of the thread’s log-
Figure 3:Example interrupt model IPC send and receive path.jcal state but is inaccessible to user code.
State defining the “middle” of the send-receive is saved away

by the kernel aftemsg send in the case that theasg.rev is  |nterrupt-Model Kernels Without Continuations

interrupted. Special codensg.rev _continue , is needed to Finally, contrast these two examples with correspond-

handl tart f tinuation. . "
andie restart from a continuation ing code in the style used throughout the Fluke kernel,
shown in Figure 4. Although this code at first appears

during this stage must be handled in process-model fashery similar to the code in Figure 2, it has several fun-
ion, without discarding the stack. However, in the com-damental differences. First, system call parameters are
mon case where the subsequent receive operation mug@ssed in registers rather than on the user stack. The sys-
wait for an incoming message, thesg_rcv functioncan  tem call entry and exit code saves the appropriate reg-
discard the kernel stack while waiting. When the wait isisters into the thread’s control block in a standard for-
satisfied or interrupted, the thread will be given a newmat, where the kernel can read and update the parame-
kernel stack and thesg_rcv _continue  functionwill  ters. Second, since the system call parameters are stored
be called to finish processing thesg_send _rcv system  in the register save area of the thread’s control block,
call. The original parameters to the system call must bé0 unique, per-system call continuation state is needed.
saved explicitly in a continuation structure in the currentThird, when an internal system call handler returns a
thread, since they are not retained on the kernel stack. nonzero result code, the system call exit layer doats
Note that although this modification partly changes theSImply complete the system call and pass this result code
system call to have an interrupt modeiplementation back to the user. Return values in the kernel are only
it still retains its conventionahP| semanticss seen by used forkernel-internalexception processing; results in-
user code. For example, if another thread attempts to ex€nded to be seen by user code are returned by modify-
amine this thread’s state while it is waiting continuation-ing the thread’s saved user-mode register state. Finally,
style for an incoming message, the other thread will eiif the msgsend stage inmsg.send .rcv. completes
ther have to wait until the system call is completed, orSuccessfully, the kernel updates the user-mode program
the system call will have to be aborted, causing loss ofounter to point to the user-mode system call entrypoint

state This is because the thread's continuation structurefor msg.rcv before proceeding with thesg rcv - stage.
Thus, if themsg.rcv must wait or encounters a page
4n this particular situation in Mach, thmach_msg.trap opera-  fault, it can simply return an appropriate (kernel-internal)
tion gets aborted with a special return code; standard library user-modgesult code. The thread’s user-mode register state will

code can detect this situation and manually restart the IPC. Howeverbe left so that when normal processing is eventually re-
there are many other situations, such as page faults occurring alon

the IPC path while copying data, which, if aborted, cannot be reliablygumeda thGrnSQ—rCV SySFem call will aUtomQtilca”y be
restarted in this way. invoked with the appropriate parameters to finish the IPC




operation. [ Configuration] Description |

The upshot of thls |S that |n the Fluke kernel, the Process NP PI’OCG.SS model Wlthno kernel preemptlon
thread’s explicit user-mode register state acts as the “corn ReqLE)'lres no ke_r”e"'”ter”aL'J'O_CK'”g' Con-
tinuation,” allowing the kernel stack to be thrown away parable to a uniprocessor Lnix system.

. .l Process PP | Process model with “partial” kernel prg-
or reused by another thread if the system call must wait emption. A single explicit preemption
or handle an exception. Since a thread’s user-mode reg '

. - . . point is added on the IPC data copy path,
ister state iexplicit and fully visible to user-mode code, checked after every 8k of data is trans-

it can be exported at any time to other threads, thereby ferred. Requires no kernel locking.
providing the promptness and correctness properties reé-process FP | Process model with full kernel preemp-
quired by the atomic API. Furthermore, this atomic API tion. Requires blocking mutex locks far
in turn simplifies the interrupt model kernel implementa- kernel locking.

tion to the point of being almost as simple and clear ag Interrupt NP | Interrupt model with no kernel preemp-
the original process model code in Figure 2. tion. Requires no kernel locking.

Interrupt PP | Interrupt model with partial preemption.
o Uses the same IPC preemption point as
5.2 Preemptibility Process PP. Requires no kernel locking

in

Although the use of an atomic API greatly reduces the
kernel complexity and the burden traditionally associatedlable 4:Labels and characteristics for the different Fluke ker-
with interrupt-model kernels, there are other relevant facnel configurations used in test results.
tors as well, such as kernel preemptibility. Low preemp-
tion latency is a desirable kernel characteristic, and i% 3 Performance
critical in real-time systems and in microkernels such as™ . o
L3 [23] and VSTa [33] that dispatch hardware interrupts 1€ Fluke kernel supports a variety of build-time con-
to device drivers running as ordinary threads (in whichfiduration options that control the execution model of
case preemption latency effectively becomes interrupti€ kernel; by comparing different configurations of the

handling latency). Since preemption can generally occuf@Me kernel, we can analyze the properties of these dif-
at any time while running in user mode, it is the kernel it- ferent execution models. We explore kernel configura-

self that causes preemption latencies that are greater thd{ns 2long two axes: interrupt versus process model and
the hardware minimum. full versus partial (explicit preemption points) versus no

.preemption. Since full kernel preemptibility requires the
In a process-model kernel that already supports muItl—p b P P yreq

L is oft lativelv straiahtf dt K ability to block within the kernel and is therefore incom-
processars, it 1s often relatively straightiorward to ma epatible with the interrupt model, there are five possible
most of the kernel preemptible by changing spin locks

into blocking lock i of configurations, summarized in Table 4.
Ito blocking locks (e.g., mutexes). _COUTSE, & CeT™  rapia 5 shows the relative performance of three appli-
tain core component of the kernel, which implements

) L : ; cations on the Fluke kernel under various kernel config-
scheduling and preemption itself, must still remain non-

. X R . urations. For each application, the execution times for
preemptible. Implementing kernel preemptibility in this PP

manner fundamentallv relies on kernel stacks bein re?" kernel configurations are normalized to the execution
) u y el . N9 "ime of that application on the “base” configuration: pro-
tained by preempted threads, so it clearly would not work

: . cess model with no kernel preemption. For calibration,
n a pure mterrupt-modelikernel. The Fluke kernel can bethe raw execution time is given for the base configura-
F;onflgured to support this form of kernel preemptibility tion. The non-fully-preemptible kernels were run both
UL prf)cess'model. ] with and without partial preemption support on the IPC

Even in an interrupt model kernel, important parts of path. All tests were run on a 200MHz Pentium Pro PC

the kernel can often be made preemptible as long as pregith 256KB L2 cache and 64MB of memory. The appli-
emption is carefully controlled. For example, in micro- cations measured are:

kernels that rely heavily on IPC, many long-running ker-
nel operations tend to be IPCs that copy data from one
process to another. It is relatively easy to support par-
tial preemptibility in a kernel by introducingreemption
pointsin select locations, such as on the data copy path.Memtest Accesses 16MB of memory one byte atatime
Besides supporting full kernel preemptibility in the pro- Séquentially. Memtest runs under a memory manager
cess model, the Fluke kernel also supports partial pre-Which allocates memory on demand, exercising kernel
emptibility in both execution models. QNX [19] is an ex- fault handling and the exception IPC facility.

ample of another existing interrupt model kernel whose Gce: Compile a single .c file. This test include running
IPC path is made preemptible in this fashion. the front end, the C preprocessor, C compiler, assembler

Flukeperf: A series of tests to time various synchro-
nization and IPC primitives. It performs a large number
of kernel calls and context switches.



Configuration memtest| flukeperf gcc flukeperf
1.00 1.00 1.00 Configuration latency schedules
Process NP (2884m9 | (7120m9 | (7150m9 avg | max | run | miss
Process PP 1.00 1.01 1.03 Process NP 28.9 | 7430 | 7594 | 132
Process FP 1.11 1.20 1.05 Process PP 18.0 | 1200 | 7805 5
Interrupt NP 1.00 0.94 1.03 Process FP 514 | 19.6 | 9212 0
Interrupt PP 1.00 0.94 1.03 Interrupt NP 30.4 | 7356 | 7348 | 141
Interrupt PP 18.7 | 1272 | 7531 7

Table 5: Performance of three applications on various config-
urations of Fluke kernel. Execution time is normalized to the Table 6: Effect of execution model on preemption latency.
performance of the process-model kernel without kernel pre\We measure the average and maximum tip®) fequired for
emption (Process NP) for which absolute times are also given.a periodic high-priority kernel thread to start running after be-
ing scheduled, while competing with lower-priority application
threads. Also shown is the number of times the kernel thread
and linker to produce a runnable Fluke binary. runs during the lifetime of the application and the number of

As expected, performance of a fully-preemptible kerneltlmes it failed to complete before the next scheduling interval.

is somewhat worse than the other configurations due to

the need for kernel locking. The extent of the degradations, but it illustrates that a few well-placed preemption
tion varies from 20% for the kernel-intensiflekeperf  points can greatly reduce preemption latency in an other-
test to only 5% for the more user-mode orientgpt wise nonpreemptible kernel.

Otherwise, the interrupt and process model kernels are

nearly identical in performance except for thiekeperf 5.4 Memory Use

case. Influkeperfwe are seeing a positive effect of an  One of the perceived benefits of the interrupt model
interrupt model kernel implementation. Since a threads the memory saved by having only one kernel stack
will restart an operation after blocking rather than resum-per processor rather than one per thread. For example,
ing from where it slept in the kernel, there is no need toMach’s average per-thread kernel memory overhead was
save the thread’s kernel-mode register state on a contexéduced by 85% when the kernel was changed to use a
switch. In Fluke this translates to eliminating six 32-bit partial interrupt model [10, 11]. Of course, the overall
memory reads and writes on every context switch. memory used in a system for thread management over-
Because the applications shown are all single-threadedthead depends not only on whether each thread has its own
the results in Table 5 do not realistically reflect the im- kernel stack, but also on how big these kernel stacks are
pact of preemption. To measure the effect of the execuand how many threads are generally used in a realistic
tion model on preemption latency, we introduce a sec-system.
ond, high-priority kernel thread which is scheduled every To provide an idea of how these factors add up in prac-
millisecond, and record its observed preemption latenciesice, we show in Table 7 memory usage measurements
during a run offlukeperf The flukeperfapplication is  gathered from a number of different systems and con-
used because it performs a number of large, long runninfigurations. The Mach figures are as reported in [10]:
IPC operations ideal for inducing preemption latencies. the process-model numbers are from MK32, an earlier
Table 6 summarizes the experiment. The first twoversion of the Mach kernel, whereas the interrupt-model
columns are the average and maximum observed latenayumbers are from MK40. The L3 figures are as reported
in microseconds. The last two columns of the table showin [24]. For Fluke, we show three different rows: two for
the number of times the high-priority kernel thread ranthe process model using two different stack sizes, and one
over the course of the application and the number of timesor the interrupt model.
it could not be scheduled because it was still running or The two process-model stack sizes for Fluke bear spe-
gueued from the previous interval. As expected, the fully-cial attention. The smaller 1K stack size is sufficient only
preemptible (FP) kernel permits much smaller and prein the “production” kernel configuration which leaves out
dictable latencies and allowed the high-priority thread tovarious kernel debugging features, and only when the de-
run without missing an event. The non-preemptible (NP)vice drivers do not run on these kernel stacks. (Fluke’s
kernel configuration exhibits highly variable latency for device drivers were “borrowed” [14] from legacy systems
both the process and interrupt model causing a large nunand require a 4K stack.)
ber of missed events. Though we implement only a sin- To summarize these results, although it is true that
gle explicit preemption point on the IPC data copy path,interrupt-model kernels most effectively minimize kernel
the partial preemption (PP) configuration fares well onthread memory use, at least for modest numbers of ac-
this benchmark. This result is not surprising given thattive threads, much of this reduction can also be achieved
the benchmark performs a number of large IPC operain process-model kernels simply by structuring the ker-



System | Execution| TCB | Stack| Total thread’s state on kernel entry before kernel code man-
Model Size | Size| Size ually switches to the “real” kernel stack. Fluke in its

FreeBSD| Process | 2132 | 6700 | 8832 interrupt-model configuration uses the former technique,

Linux Process 2395 | 4096 | 6491 while Mach uses the latter.

Mach Process | 452 4022 4474 Most RISC processors, on the other hand, including the

Mach Interrupt | 690 — | 690 MIPS, PA-RISC, and PowerPC, use “shadow registers”

L3 Process 1024 1024

for exception and interrupt handling rather than explicitly

Fluke Process 4096 4096 . o -
e (v | || o sk ovichng b Whenan e
Fluke | Interrupt | 300| — | 300 P P e p y

the original user-mode registers in special one-of-a-kind
shadow registers, and then disables further interrupts un-
Table 7:Memory overhead in bytes due to thread/process mantil they are explicitly re-enabled by software. If the OS

agement in various existing systems and execution models. wants to support nested exceptions or interrupts, it must
then store these registers on the stack itself; it is generally

just as easy for the OS to save them on a per-processor

nel to avqid excessive stack requirements. At least on th%terrupt-model stack as it is to save them on a per-thread
x86 architecture, as long as the thread management OVeiocess-model stack. A notable exception among RISC

head is about 1K or less per thread, there appears to be Rpqcessors is the SPARC, with its stack-based register
great difference between the two models for modest nUMginqow feature.

bers of threads. However, real production systems may T, examine the effect of architectural bias on the

need larger stacks and also may want them to be a mulgg \ve compared the performance of the interrupt and
tiple of the page size in order to use a “red zone.” Thes,rqcess-model Fluke kernels in otherwise completely
results should apply to other architectures, although the,qyivalent configurations (using no kernel preemption).
basic sizes may be scaled by an architecture-specific fagyn, 3 100MHz Pentium CPU, the additional trap and sys-
tor. For all but power-constrained systems, the memoryem, call overhead introduced in the interrupt-model ker-
differences are probably in the noise. nel by moving the saved state from the kernel stack to
] ] the thread structure on entry, and back again on exit,

5.5 Architectural Bias amounts to about six cycles (60ns). In contrast, the

Besides the more fundamental advantages and disaghinimal hardware-mandated cost of entering and leav-
vantages of each model as discussed above, in some caseg supervisor mode is about 70 cycles on this processor.
there are advantages to one model artificially caused byherefore, even for the fastest possible system call the
the design of the underlying processor architecture. Irinterrupt-model overhead is less than 10%, and for realis-
particular, traditional CISC architectures, such as thetic system calls is in the noise. We conclude that although
x86 and 680x0, tend to be biased somewhat toward thehis architectural bias is a significant factor in terms of
process model and make the kernel programmer jumprogramming convenience, and may be important if it is
through various hoops to write an interrupt-model kernel.necessary to “squeeze every last cycle” out of a critical
With a few exceptions, more recent RISC architecturesath, it is not a major performance concern in general.
tend to be fairly unbiased, allowing either model to be
implemented with equal ease and efficiency. 5.6 Legacy Code

Unsurprisingly, the architectural property that causes One of the most important practical concerns with
this bias is the presence of automatic stack managean interrupt-based kernel execution model is that it ap-
ment and stack switching performed by the processompears to be impossible to use pre-existing legacy code,
For example, when the processor enters supervisor modmrrowed from process-model systems such as BSD or
on the x86, it automatically loads the new supervisor-Linux, in an interrupt-model kernel, such as the exok-
mode stack pointer, and then pushes the user-mode staeknels and the CacheKernel. For example, especially on
pointer, instruction pointer (program counter), and pos-the x86 architecture, it is impractical for a small program-
sibly several other registers onto this supervisor-modening team to write device drivers for any significant frac-
stack. Thus, the processor automaticasumeghat tion of the commonly available PC hardware; they must
the kernel stack is associated with the current thread. Teither borrow drivers from existing systems, or support
build an interrupt-model kernel on such a “process-modebnly a bare minimum set of hardware configurations. The
architecture,” the kernel must either copy this data on kersituation is similar, though not as severe, for other types
nel entry from the per-processor stack to the appropriatef legacy code such as file systems or TCP/IP protocol
thread control block, or it must keep a separate, “min-stacks.
imal” process-model stack as part of each thread con- There are a number of approaches to incorporating
trol block, where the processor automatically saves th@rocess-model legacy code into interrupt-model kernels.



For example, if kernel threads are available (threads thategisters. In the x86 this isn’t a problem because user-
run in the kernel but are otherwise ordinary processdevel threads can be given direct access to these facili-
model threads), process-model code can be run on thesies simply by setting some processor flag bits associated
threads when necessary. This is the method Minix [30jwith those threads; however, on other architectures these
uses to run device driver code. Unfortunately, kerneloperations may need to be “exported” from the core ker-
threads can be difficult to implement in interrupt-model nel as pseudo-system calls only available to these special
kernels, and can introduce additional overhead on th@seudo-kernel threads. Second, these user-level activi-
kernel entry/exit paths, especially on architectures withties may need to synchronize and share data structures
the process-model bias discussed above. This is becausdth the core kernel to perform operations such as allocat-
such processors behave differently in a trap or interruping kernel memory or installing interrupt handlers; since
depending on whether the interrupted code was in usdahese threads are treated as normal user-mode threads,
or supervisor mode [21]; therefore each trap or interthey are probably fully preemptible and do not share the
rupt handler in the kernel must now determine whethelsame constrained execution environment or synchroniza-
the interrupted code was a user thread, a process-mod@bn primitives as the core kernel uses. Again, a straight-
kernel thread, or the interrupt-model “core” kernel itself, forward solution, which is what Fluke does, is to “export”
and react appropriately in each case. In addition, théhe necessary facilities through a special system call that
process-model stacks of kernel threads on these archallows these special threads to temporarily jump into su-
tectures can't easily be pageable or dynamically growpervisor mode and the kernel's execution environment,
able, because the processor depends on always being alplerform some arbitrary (nonblocking) activity, and then
to push saved state onto the kernel stack if a trap ocreturn to user mode. The third issue is twstof per-
curs. lronically, on RISC processors that have no biagorming this extra mode switching; however, our experi-
towards the process model, it is much easier to impleence indicates that this cost is negligible. Finally, note
ment process-model kernel threads in an interrupt-modehat the memory management hardware on some proces-
kernel. sors, particularly the MIPS architecture, does not support

As an alternative to supporting kernel threads, the kerthis technique; however, at least on MIPS there is no com-
nel can instead use only partial interrupt model, in pelling need for it either because the processor does not

which kernel stacks are usually handed off to the neX{?ave the traditional CISC-architecture bias toward a par-
thread when a thread blocks, but can be retained whildcular kemel stack management scheme.

executing process-model code. This is the method that

Mach with continuations [11] uses. Unfortunately, this6 Conclusion

approach brings with it a whole new set of complexities , . ,

and inefficiencies, largely caused by the need to manage M this paper, we have explored in depth the differences

kernel stacks as first-class kernel objects independent dtWeen the interrupt and process models and presented
and separable from both threads and processors. a number of ideas, insights, and results. Our Fluke kernel

) . demonstrates that the need for the kernel to manually save
The Fluke kernel uses a different approach, whichgiate incontinuationss not a fundamental property of the
keeps the “core” interrupt-model kernel simple and un-

: ! , s interrupt model, but instead is a symptom of a mismatch
cluttered while effectively supporting something almostyatween the kernel’s implementation and its API. Our

equivalent to kernel threads. Basically, the idea is to run g nq) exports a purely “atomic” API, in which all ker-
process-model “kernel” threads in user mode but in the,g| gperations are fully interruptible and restartable; this
kernel's address space. In other words, these threads ryfjonerty has important benefits for fault-tolerance and
in the progessor’s unprivileged execution mode, and thug,, applications such as user-mode process migration,
run on their own process-model user stacks separate frofthecpointing, and garbage collection, and eliminates the
the kernel's interrupt-model stack; however, the addresee for interrupt-model kernels to manually save and re-
translation hardware is set up so that while these threadgre continuations. Using our configurable kernel which
are executing, their view of memory is effectively the g ,50rt5 hoth the interrupt-based and process-based ex-
same as it is for the “core” interrupt-model kernel itself. o tion models, we have made a controlled comparison
This design allows the core kernel to treat these procesgsenveen the two execution models. As expected, the
level activities just like all other user-level activities run- interrupt-model kernel requires less per-thread memory.
ning in separate address spaces, except that this particulgfinough a null system call entails a 5-10% higher over-
address space is set up a bit differently. head on an interrupt-model kernel due to a built-in bias
There are three main issues with this approach. Théoward the process model in common processor architec-
first is that these user-level pseudo-kernel threads matures such as the x86, the interrupt-model kernel exhibits
need to perfornprivileged operation®ccasionally, for a modest performance advantage in some cases. How-
example to enable or disable interrupts or access devicever, the interrupt model can incur vastly higher preemp-



tion latencies unless care is taken to insert explicit pre{1s]
emption points on critical kernel paths. Our conclusion is
that it is highly desirable for a kernel to present an atomic
API such as Fluke's, but that for the kernel’s internal exe-

cution model, either implementation model is reasonable[.
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