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Country Price
OTH 13%
US 150%
GB 110%
CA 110%
D)= 30%
BE 20%
IT 65%
CH 20%
CZ 20%
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PAY PER

TURN YOUR INSTALLS INTO CAS$H
M Frl::;’.zys.hj:uly "'*.. Earn $1.00 everytime your Free or Tr_“ial. software is installed!
AFFILIATE 2011 . Top Pay Per Install Program. (Click Here to Read More...
PROGRAMS

Affiliate Program NewsLetter Get new programs via email JOIN MAKE MONEY FORUM
Insert your Email Address: [N Learn How to make money with Loudmo Gateway
Free guide to teach you how to make $7000 per day

Best Pay-Per-Install affiliate program reviews.
ActiveX affiliates.

(BOOKMARK US (BOOKMARK US =

MAKE MONEY CATEGORIES
- Pay Per Click Best Pay-per-install affiliate programs on the net. Earn money with any traffic, ZangoCash - July/23/2011

- Pay Per Impression these ActiveX affiliates will convert anything and make you rich. Payments are up | vombacash - july/23/2011

: ::‘ 5',2'::;"9'"“ to $1.50 per install. You usualy distribute installation of toolbar and making cash. | 7pic - July/23/2011

- Pay ParTnetal You can also make loads of money with content sites such are movies, games, [J°'nba!l Publisher Network -
mp3 and protect your content with Content Gateways which are paying most, to

unlock the content user needs to install simple adware application and than he

- CONTACT can get content for free. 7pic - July /08/2011
Xapads - June/26/2011

i Pay Per Impression = 1 2 3 4 5 [WXapads-June/22/2011
GET PAID from 7pic - June/21/2011
each toolbar BEST AFFILIATE PROGRAMS Zplc Juns 2180

You can help other
install. Sponsors webmaster with partlcy!ar

sponsors If you w
Pinball Publisher
Network

PAY PER
INSTALL
PROGRAM UP TO
Generate Higher
Revenues $1.50 PER
INSTALATION

Loud

Get Paid Per Install

< " Start earning
CASH today!

Reach a Bigger
Audience
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Market for Malware Installation

Goal: Measure and understand the the pay-per-install
ecosystem

Our approach:

— Infiltrate four PPl programs

— Develop “milkers” to automatically download malware
— Download, execute, and classify malware being installed

Insights into the pay-per-install business

— Real-time monitoring of changes in malware ecosystem
— Types of clients using PPI

— Financial impacts of botnet takedown



Outline

* Background on pay-per-install
* |nfiltration and monitoring of PPI

* Results and measurements
— Malware being installed by PPI
— Repacking of malware

— Geographically diverse distribution



PPl Ecosystem

* C(Clients | g
— Pay the PPI Clients

— Want malware installed “Spambot

— Spambots, information Fake AV Keylogger
harvesting, rootkits, fake AV

* Pay-per-install (PPI)

— Purchases compromised
hosts from affiliates

— Resells to clients

» Affiliates
— Compromise machines
— Execute the PPI’s binary
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PPl Ecosystem

* Clients | ‘
— Paythe PPI Clients _ .

— Want malware installed Spambot \

— Spambots, information Fake AV Keylogger
harvesting, rootkits, fake AV

, PP
* Pay-per-install (PPI) Service
— Purchases compromised
hosts from affiliates ownloader
— Resells to clients Install
PP
. Affiliate Payment
» Affiliates
— Compromise machines
— Execute the PPI’s binary
Target

Host



Dropper Lifecycle

12 binaries downloaded
Total Time: <5 minutes



PPI Infiltration and Monitoring



Infiltration Summary

e 12 of the 20 most popular families of malware
distributed by PPI services

e [nfiltrated four PPl command and control networks
— Continual monitoring of C&C
— Download new binaries
— Download from geo-diverse locations

* Dropped Malware
— 1,060,895 client binaries downloaded
— 9,153 distinct binaries

World’s Top Malware, FireEye, July 2010.
http://blog.fireeye.com/research/2010/07/worlds_top_modern_malware.html



PPI Milking System

@ Dropper Milking @ Execution & Traffic Recording
- Binaries
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Milking PPl Services
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Running Malware

@) Execution & Traffic Recording

®DNS Bro  Traffic Store
it @HTTP = -
" eSMTP -
OFTP

GQ: Practical Containment for Measuring Modern Malware Systems
C. Kreibich, N. Weaver, C. Kanich, W. Cui, V. Paxson. IMC 2011.
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Classifying Malware

© Behavioral Classification

Signature Signature
Generation Updates

Clustering Tagging

Family,

Signatures
MD5

Malware Store Signature Store
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Malware Family Coverage

NAME % MONETIZATION KIT SEEN =

1 Palevo 7.50 DoS,Infostealer v
2 Hiloti 4.69 Downloader/PPI v
3 Zbot 3.62 Info stealer /
4 FakeRean 3.47 Rogue AV(s) v
5 Onlinegames 2.94 Info stealer ?
6 Rustock 2.66 Spam v
7 Ldpinch 2.64 Info stealer v
8 Renos 2.58 Rogue AV(s) ?
9 Zlob 2.54 Rogue software v
10 Autoit 2.53 Downloader/PPI

11 Conficker 2.48 Worm

12 Opachki 1.95 Click Fraud v
13 Buzus 1.91 Info stealer

14 Koobface 1.17 Downloader

15 Alureon 1.16 Downloader  /
16 Bredolab 1.15 Downloader/PPI v V/
17 Piptea 1.13 Downloader/PPI v
18 Ertfor 0.91 Rogue AV(s) v
19 Virut 091 Downloader/PPI v

20 Storm 2.0 0.80 Spam

| 12 / 20 Being dropped

by PPI!



Most Seen Families: Aug 2010

FAMILY MILKED DISTINCT DAYS CLASS PPI
Rustock 61,017 15 31 spam L
LoaderAdv-ack 60,770 62 31 ppi L
CLUSTER: A 11,758 8 31 clickfraud G
Hiloti 10,045 43 31 ppi L
CLUSTER: B 8,194 9 31 ?7 G
Gleishug 7,620 15 31 clickfraud L
Nuseek 5,802 2 30 clickfraud G
Palevo?2 16,101 21 29 botnet G,L
Securitysuite 15,403 100 29 fakeav L
Zbot 3,684 49 29 infosteal G,L
CLUSTER: D 5,723 1 28 ?7 G
SmartAdsSol. 18,317 6 26 adware L
Spyeye 4,522 16 25 infosteal G,L
Securitysuite-avm 4,732 45 20 fakeav L
Grum 2,974 54 20 spam G,L
Tdss 4,893 12 19 ppi G,L
Otlard 677 7 16 botnet G,L
Blackenergyl 1,135 15 15 ddos L
Palevo 2,594 2 14 botnet G

Harebot 1,617 13 14 botnet G,L,V



Binary Repacking

* Repacking or crypting
— Changes program content without changing functionality
— Frequency reflects concern about AV signatures

* PPIclient binaries
— Depends on family of malware
— Average repacking every 11 days

e PPI affiliate binaries
— Repacking done by PPI, usually daily
— Zlob repacking done on-the-fly



MD5
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Geographic Distribution of Malware

* Use Tor exit points in 15 different countries

— Verify exit-node IP using MaxMind GeolP database
— Zlob blocks Tor

* PPI clients are given a choice for installs

Goldinstall Rates for 1K Installs for each Country.
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Geographic Distribution of Malware

* Use Tor exit points in 15 different countries

— Verify exit-node IP using MaxMind GeolP database
— Zlob blocks Tor

* PPI clients are given a choice for installs
— Prices vary depending on install location

— Clients monetize hosts differently
* Localization of Fake AV
» Stolen credit card value varies
* Legal limitations



Distinct Geographic Distribution
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PPI Arbitrage

o Affiliate at one PPI, client cients % % %

at another!

* Exploit price differential
— PPI 1: Buys 1k installs for

S60 in Greece

— PPI 2: Sells 1k installs for

S40 in Greece

Spam bot «
Fake AV Keylogger

PPI \
Service

PPI
Affiliate

Downloader

Install

Payment
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Conclusions

First systematic study of the PPl ecosystem

Infiltration provides malware intelligence

— Used to perform several measurements

Much of world’s top malware using PPI
Regular repacking of binaries
Clients target geographic locations



Questions?



