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Abstract DETER testbed provides a unique experimentation facility

Cyber-defense research has been severely limited by thefac where academic, industrial, and government researchars ca
an experimental infrastructure for testing new theoriesrew tech- ~ Safely analyze attacks and develop attack mitigation anel co
nologies in realistic scenarios. Current testbeds arelynsstall- finement strategies for threats such as Distributed Deifial o
scale and limited to small numbers of machines. The cybeeBé&  Service defenses, virus propagation, and routing secunity
Technology Experimental Research (DETER) testbed, pesvidl  addition, the testbed provides tools and resources to enabl
medium-scale test environment with more than 300 nodes. -Howrepeatable scientific experiment methodologies, allowing
ever, there is increasing interest in running experimenisry large searchers to validate their own theories, simulations gand

scale with more than 1,000 nodes. ulations, while also enabling different researchers t@atp
This paper describes how experiments can be federatedsacroglbl duplicate and analvze the same experiments

existing small- and medium-scale testbeds using the Usityeof ')Ifh IIDDETER b dy' lied b P e f Utah’

Utah’s Emulab software, such as the DETER testbed, to erlable € testbed Is controlled by a version ot Utah’s

running of massive-scale experiments. We describe the@nsaift- ~ Emulab software [3] configured and extended to provide
ware and the DETER testbed and we detail the necessary steps fStronger assurances for isolation and containment. Wth it
running a federated experiment. We provide a status updateio ~ strong security, containment, and usage policies, thbedst

progress and discuss how a manually configured proof-ofequin ~ fills a role that is currently not met by any of the other

experiment could be performed. large-scale testbeds, such as PlanetLab and Emulab. Remote
experimenters can allocate large numbers of nodes in arbi-
1 Introduction trary combinations, link them with nearly-arbitrary topel

gies, load arbitrary code for routing, traffic generatior an

Cyber-defense research has been severely limited by tke laghaping, defense mechanisms, and measurement tools, and
of an experimental infrastructure for testing new theosieg ~ €xecute their experiments. The Emulab software provides
new technologies in realistic scenarios. It is both uncleasharing of testbed resources among multiple concurrent ex-
and unproven that technologies tested on small subnad-sizé?€fiments when enough nodes are available.
topologies modeled by a few machines will scale up to re- Eventhough the DETER testbed is already capable of en-
alistic Internet-scale environments. To perform detaged  abling researchers to run medium-scale experiments, more
ulation and analysis of the behaviors of large systems undetodes are needed, both to enable larger experiments and to
attack (e.g., the Internet or large enterprise networkg)jfs handle more simultaneous users. For example, an early DE-
icant numbers of computers are required. As a step toward§ER experiment on worm propagation dynamics could (just)
addressing this need, the cyber DEfense Technology Expebe squeezed into the then available 72 nodes, but 100 nodes
imental Research (DETER) testbed [1, 2], which currentlywould have simplified the experimentand increased its gener
contains more than 300 nodes, provides an intermediaté poirlity. However, not all researchers are interested in perfo
in this scaling range that has turned out to be a very usefung very large-scale experiments. One group of researchers
scale for many experiments. used all of the testbed’s nodes to perform fine-grain analysi
The DETER testbed is open, free, shared infrastructur®f enterprise networks, complete with actual machines en in
designed to support research and education in cybersecuritdividual subnets. Having additional testbed nodes availab
The testbed supports medium-scale repeatable experimentuld have enabled them to analyze a large enterprise net-
in computer security, especially those experiments that inwork.
volve malicious code or cannot be performed in the Inter- Given the significant researcher interest in being able to
net because of traffic volumes or the risk of escape. Theun large-scale experiments, our goal is to build a larggesc



@ The rest of the paper is organized as follows: in Section 2,
I we provide a background discussion of the Emulab and DE-

Hz:r - - TER architectures and firewalled experiments; in Section 3,
User’ use we present our idea for a prototype federation model and ex-
Server Server plain the challenges and potential solutions; in Sectionet,
discuss our experiences with building the prototype soiyti
J”e e Control INetwork and in Sections 5 and 6, we acknowledge our sponsors and

discuss our conclusions.
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2.1 Emulab Architecture

The basic Emulab architecture consists of a set of expetimen
nodes, a set of switches that interconnect the nodes, and two
control nodes, Boss and Users (see Figure 1). The switches
are used to interconnect the experiment nodes. The intercon
nections are physically separated into a dedicated camétel
work and an experiment network for user-specified topolo-

) : - . ggies. Experiment nodes may be servers, personal computers,
in our machine rooms. Thus, our initial solution has been to

) . ) sensor motes, routers, or other devices, such as Intrugen D
b.u”d the t_estbed as MO tl_ghtly cou_pled Cll_JSterS running as 4o ction Systems, Field Programmable Gate Arrays, etc. Each
single Io_glca! administrative doma’m a_nd interconnectizd v experiment node has two or more network interfaces, one of
the CALifornia REsearch Network s_ngh Performance _Net- which is connected to the dedicated control network. The
Work (CAITREN HPR). One cluster is located at.the Univer- other interfaces are connected to the experiment network.
sity of California, Berkeley (UCB) and the other is locatéd a

the University of Southern California’s International &tce The Boss server controls the testbed's operation includ-
. ; ing the ability to power cycle individual experiment nodes,
Institute (USC/ISI) (See Figure 2). ng 1ty Yo power cycle Individual experl

i ) . . o while researchers log into the Users server to create and man
Using this solution, one potential way of building a larger- ge experiments and to store the data required or generated
scale testbed would be to tightly couple together additionay,y their experiments. The testbed’s switches are conttolle
testbeds. However, this approach is a partial solution,@s Wysingsnmpit, a program that provides a high-level object in-
face the additional limitation that the current instandiatof  iorface to the individual SNMP MIB's of testbed switches.
Emulab on DETER has problems with loading experimentsother programs talk to the power controllers to power cycle
using 200 or more physical nodes. nodes, load operating systems onto experiment nodes when
Instead, we propose an alternate approach as a step towaighuested, and interact with the database to reserve and as-
thefederation of multiple, independent Emulab testbeds. We sign nodes to experiments.
define federation as the cross granting of experimentesacce  An Emulab experiment consists of a collection of nodes,
and usage rights between separately administered testbed foftware to run on the nodes, and an interconnection topol-
cilities. Effectively, federation enables experiment@rsun  ogy. An experimentis specified using a combination ofia
experiments that span multiple separate testbeds, witheut file and a web interface. The Emulab control software on the
testbeds having to operate under a single administrative d@Boss server enables multiple, separate experiments tc be si
main. Each participating testbed can make its own operamultaneously run on the testbed. The software isolatesrexpe
tional policy decisions and choices and decide whetherto adments by assigning each experiment to one or more unique
mit a new federated experiment or not. Virtual Local Area Networks (VLANS) that connect together
We plan to combine existing Emulab mechanisms for re-the experimental interfaces on each experiment node either
source reservation and delegation along with extensiats th using simulated bandwidth-limited and lossy links or using
we have developed, to tightly couple simultaneauseri- LANs. By using separate VLANS, an experiment’s experi-
ments without immediately having to solve the (difficult) is- mental traffic is isolated from other experiments. To préven
sues of tightly couplingestbeds. The control information one experiment’s network traffic from interfering with that
that is passed using these mechanisms, along with the rightsf other experiments because of insufficient internal dwitc
they confer and their limitations, are more than mere imple-or inter-switch bandwidth, thessign program is respon-
mentation details. Careful examination of this approadh wi sible for mapping an experiment’s link bandwidth require-
provide us with useful insights about how to dynamically-fed ments onto the available switch resources in a manner that en
erate multiple testbeds on an ongoing basis. sures that the experiment’s bandwidth demands match avail-

Figure 1: The Emulab Architecture.

testbed facility capable of running these experiments. How
ever, we face significant limitations in available power and
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Figure 2: DETER Testbed Architecture.

able inter- and intra-switch bandwidths. Note that unless a2.2 The DETER testbed
experiment is firewalled (as described in Section 2.3),fall o

the control network interfaces are on the same VLAN. To address some of the challenges of building a large testbed

we created the DETER testbed by grafting together two Em-

ulab testbeds (clusters) in a tightly coupled manner (see

The Emulab process of swapping in a new experimenFigure 2. _The cluster interconnection consists of three

consists of several steps: mapping the researcher's desir@€twork switches connected together by two IPsec tunnels,
network topology onto available nodes and switch resource€@ch carrying entire Ethernet frames including IEEE 803.11
configuring VLANS on the switches to connect the experi-VLAN tags. The interconnection of the two clusters’ con-

ment nodes into the researcher’s desired network topology©! “Planes” is provided by a virtual wire tunneling Eth-
installing an initial minifs kernel and root filesystem othe ~ €Met frames between ports on the two switches Bfoundry1l

experiment nodes, and then loading and running the desire@® UCB) and Foundry4 (at USC/ISI). The interconnection
operating system and software. between the two experimental “planes” is between ports on

Bfoundryl and Cisco4. Each of those switches are connected
to other switches, so the large yellow rectangles at thebott

In the Emulab trust and privilege hierarchy model, eachof Figure 2 are not single switches but collections of them.
researcher is a separaiger of the testbed. Users working The two clusters share a common trust structure, with pe-
together are grouped intwoups, and aproject consists of a  fiodic (daily) replication of the Boss and Users filesystems
collection of related groups. Users may also belong to mordrom the USC/ISI cluster to the UCB cluster.

_than one project. EaCteS_tb_ed has_ Its own complete (and 1A more detailed description of the DETER testbed can be fonrah-
independent) trust and privilege hierarchy. other paper accepted to this workshop.
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ments, which enables an experiment to be wrapped up in a

eor - boundary-control kind of way (see Figure 3). It is imple-
ser mented by a smart (layer 2) bridge between the testbed’s con-

trol VLAN and a newly created control VLAN containing the

contral Network control network interfaces of the PCs in the experimene-Fir
) walled experiments are created using.as file option and
\_Tﬁ'_[ LﬁﬁJ I_T[Cﬂ_l ipfw rules. Itis possible to model enterprise networks with
multiple firewalls by creating multiple firewalled experinte
[ Switch | on a testbed.
2.4 Firewalled Emulab-in-Emulab Experi-
ments

Substitute Control

At a high-level, the Emulab-in-Emulab mechanism lets a re-
searcher reserve a group of experiment nodes and grants them
the right to dynamically change the nodes’ network topology
More specifically, the mechanism works by making a subset
of the Emulab databases and instantiating them on inner Em-
The two control networks of the clusters use a quasi-statitilab Boss and Users servers created out of two experiment
assignment policy for allocating nodes and other resourcesodes (see Figure 4). The remaining nodes are available for
between them. The serial servers can each only be connectege by the experiment. The researcher is granted administra
to one of the Boss servers at a time. Both Boss servers after rights on the inner Emulab testbed and a login on the inner
connected to all the switches, but only one of them is responBoss (.., they can become root). The researcher’s SSL cer-
sible for creating and managing VLANSs at any given time. tificate is used for XML-RPC from the inner Boss to the ex-
The Emulab process of installing a 3 MByte minifs kernel ternal (real) Boss, to request VLAN (re)configuration foyan
and root filesystem for a new experiment requires a TFTPode’s (experimental) interfaces, and power cycling. The i
transfer and takes approximately six minutes when swappinger Users and Boss servers insulate the external (hodigtest
in across the link between the two clusters. By using a locafrom the trust and privilege structure in the inner testbed,
TFTP server, we are able to reduce this time to two secondsand to a certain extent the exact the version of Emulab run-
ning inside (to the extent that one can devise scripts to up-
grade/downgrade the schema of the database subset transmit
ted from the outside testbed to the inner one). As long as the
Because DETER experiments may involve risky code, suctSSH keys are the same, it will still be possible to run exper-
as self-propagating worms and virus, experiments must béments, even if we have different users, groups, and pr®ject
isolated from external networks, such as the Internet. @ pr in the inner and outer testbeds.
vide strong isolation, our approach to enabling federated e ~ From a federation standpoint, an significant advantage of
periments leverages Emulab’s support for firewalled experibeing able to support different versions of Emulab insidg an

Figure 4: Firewalled Emulab-in-Emulab Experiment.

2.3 Firewalled Experiments



outside is that it would not be necessary to run the same ver-  Lahey at ISI has implemented two independent tech-

sion of Emulab on different federated testbeds. Finallg, th nigues for doing this; one using the Click router (at our
existing firewall mechanisms should provide the same iso-  suggestion) and an independent way using the netgraph
lation for risky experiments as is currently provided in the mechanism in FreeBSD 6.

DETER testbed when it is connected to the Internet.
9. Finally, the experiment runs...

3 A Federation Prototype
3.1 Challenges and Potential Solutions

Our federated experiment prototype is based on the idea of
connecting together independent Emulab testbeds by usingRunning federated experiments in the wide-area introduces
modified version of firewalled Emulab-in-Emulab functional Several new challenges, some of which we have already en-
|ty to instantiate subsets of the experiment within eacthhezb Countered in Connecting the USC/'SI a.nd ucCB C|USterS. Here
(see Figure 5). This model of operation effectively Iooselyi_s a description of some of the challenges and potential solu
couples together the testbeds for the purpose of running BONS.
large-scale experiment.

In the rest of this section, we first describe how a feder- ¢ Running the UDP-based services that Emulab depends

ated experiment would ideally be performed, and then ex-  on for its operation in the wide areag., DHCP, boot-

plore several challenges and potential solutions. We atso d info, TFTP, and NFS) might not work and even multicast
cuss several hard problems that we have not yet addressed in in the wide area has already been problematic for us.
our federation prototype. The solution to this problem is easy, each local Boss and
The process of executing a federated experiment proceeds Users server prOVides these services |Oca”y. Ourideafor
as follows: DNSisthatthe’etc/resolv. conf file has a search di-
rective listing all the federating experiment suffices, and
1. First, instantiate simultaneous firewalled Emulab-in- each local boss has an “NS” reference to the master site
Emulab (elab-in-elab) experiments at multiple testbed  for all the other experiment suffixes. For example, it is
facilities. already the case that boss.elabelab.DETER.emulab.net

is a legitimate, resolvable domain name, and thus we
could replace “boss” with any other virtual node name
in its portion of a federated experiment.

2. Next, co-opt the inner Users and Boss nodes:

e Designate one set of nodes as the master nodes for

the experiment. - . :
b e Collisions in the IP space for unroutable control inter-

e Ignore User ID assignments and permissions atall  faces could occur. As long as the local (inner) Boss
nodes, except for the master nodes. server has sole responsibility for DHCP responses to its
nodes and it can reach its outer Boss server, there should
be no problems with temporarily renumbering the con-
trol net. Note that we have not yet encountered this prob-

4. Now Emulab’sassign process can be run on the en- lem.
tire assemblage of nodes. We then separate out all the
database state and distribute it to each local site’s Boss
server, and each local site’s Boss server merges every-
thing back in.

3. The next step is to “implode” the (inner) databases to
extract a description of the nodes.

e Collisions in the name space of nodes, nogges, OS
ID’s, and image ID’s could occur. One solution would
be to append the testbed’s domain name to each identi-
fier (e.g., pc3000@isi.deterlab.net), however the length

5. Then have each inner Boss server request instantiation ~ of names might be an issue. An alternative would be
of the topology at that site. to have a table in the database that maps from short

prepended identifiers to testbeds. For example,
6. Have each site reports back the assigned VLAN tag

numbers.

ut<anything> maps to emulab.net

7. Distribute the necessary disk images from the master to wi<anything> maps to wail.wisc.edu

each site’s Boss server vigep and then have each lo-
cal Boss server load the operating systems on its local
nodes.

cu<anything> maps to cornell.edu

vb<anything> maps to vanderbilt.edu

i isi<anything> maps to isi.deterlab.net
8. Then construct IPsec tunnels between the firewalled ex-

periments which translate the tags appropriately. Kevin

uch<anything> maps to uch.deterlab.net



e Operating system images for nodes at different siteghe problem of requiring accounts at all sites by using alsing
might not be compatible. This is already an open issueaccount, and address the permissions and trust management
for the existing Emulab testbeds as new types of nodesssue through delegation back to the originating site (had t
are added. One potential solution would be to create unisite’s account on the federated testbed). There is stijptie
versal system images that include drivers for a broad seity issue of defining which remote testbed’s users would be
of hardware types. However, differences between nodeallowed to access a local testbed resources.
may still be an issuee(g. different mappings from the
BIOS to COM ports is an issue we previously encoun-
tered). 4 Our Experiences and Status

- L In this section we provide an update on our efforts to build a
3.2 Hard Problems Not Addressed in an Initial working federation prototype and discuss some of the experi

Prototype ences and lessons learned.

While we are confident that we have viable solutions for the \We have implemented support for steps 1 through 3 (see
problems discussed in the previous section, there arealeverSection 3): site prefixing, inner database implosion, tire ru
hard problems that we have not yet addressed in our initialing ofassign on the assemblage of nodes, redistribution of
prototype, including synchronizing the swap in of multiple cOnsequent database state to the remote sites, identificati
experiments and multiple sites, the requirement for actsoun Of cross-campus links and mediation of differing software

at all sites, and complex permissions and trust managemeffiVels and trust structures between campusgg, funning
requirements. an instance of Emulab-in-Emulab at DETER where the in-

The first major problem is the simple requirement to "€r testbed sqftware is within a couple of weeks of what i;
schedule the availability of a major fraction of the avaitab currently running at Utah, and the oute_r testbed structire i
nodes at the participating sites so that they are all simedta 10 months older than that). Implementing the changes took
ously avaiable. This is, in of itself, quite a challenge give about 700 lines of changes distributed among a dozen files.
the competition for the resources at key participatingsite We have succeeded in gettingsign to process with a

The second problem, swapping in of a single experimenﬁingb .us file describing nodes on two campuses, and have
of a thousand nodes among several federated sites in a truerified that we have a sufficiently complete list of the table
automated way, would require the synchronization of VLAN 0 be subsetted from the combined database and sent back
assigments acros#l the sites. Given the current emulab soft- t0 each federated site to reflect its share of the experiment
ware, one process must survey all of the vlan tags in use g6tep 4). We have already made the modifications to the swap-
that moment in all of the switches, and then compute whatn Process to enable the rest of the activity that occurs afte
vlan numbers are available. Futhermore, it cannot allow anghe assignment process, and tested it with a manual swap in
other swap-in at any other site to construct any other vlan unof two halves of an experiment at Berkeley and USC/ISI.
til all of the vlans are instantiated in every switch. thesit An issue that needs to be addressed in the future is that
Obviously, this requirement introduces the potential fead-  assign uses statically allocated arrays for some characteris-
lock or significant delays if sites are slow in responding ortics, such as nodtype. The limits are unlikely to be reached
fail. in federating two or three large sitesd., DETER, Utah, and

Our strategy of rewriting the vlan tags allow for each site Vanderbilt). A bigger question is the computational corple
to contruct its vlans separately and mitigates the probbern, ity of the assignment algorithm and whether it will succeed
there is still a requirement for synchronization after tisat  for 1,000 nodes.
done. The Utah emulab staff has proposed altering the sn- For steps 5 through 6, the Utah Emulab staff has already
mpit software so that all vlan assignments would be storecidopted earlier minor changes we proposed to the VLAN
in the database, and the tags computed on the basis of tha&gntrol privileges granted to elab-in-elab experimentthsb
at the time of swap-in, which additionally would permit vian the inner testbed can request two additional services from
construction to proceed simultaneously in all switches. the outer Emulab: placing experimental interfaces in taghk

The current federation model requires that a researchgnode (something that non-elab-in-elab experiments can al-
have accounts at all the participating sites, however reready do), and retrieving the list of actual VLAN tags in use
lated to the problem of permissions and trust manageat each site so that the tags can be rewritten by the inter-sit
ment, the developers at Utah have suggested that pefirewalls. The earlier changes required about 500 lineswf ne
missions and trust management could be pushed down @r changed code in 5 files.
level. For example, suppose there is a DETER project The processes of assigning VLANS, loading operating sys-
at Utah’'s Emulab (www.emulab.net). Then, projects attems (step 7), and replacing the trust structure in thelgatel
www.isi.deterlab.net might turn into groups within the DE- sites, are all working now. We are, at time of the publica-
TER project at www.emulab.net. Thus, we could both avoidtion of this paper, continuing to resolve some minor details



the conjoining of the inner control networks (step 8) and the  Opinions, findings, conclusions and recommendations ex-

running of the Emulab “events” system. pressed in this paper are those of the authors and do notneces
sarily reflect the views of the NSF, DHS, the Space and Naval
4.1 A Manual Federation Experiment Warfare Systems Center, San Diego, Juniper Networks, HP,

Sun Microsystems, or Dell. Figures and descriptions are pro
While we have made significant progress towards the ultimateided by the authors and are used with permission.
goal of automated federation of experiments, we are cuyrent
at the state where manual intervention still is requirede Th
necessary technology is in place to allow us to use manu

conﬂguratlon and cpmmands_ to_ demonstrat_e 1’,000 EXPelirhe growing interest in large-scale testing of cybersecu-
ment nodes interacting on a distributed security Simufatio i apjications is leading to increasing demand for large
More specifically, the way it would be done is that at eachyggiheqs. However, a large testbed requires substantigrpo

of the participating sites, we would instantiate separse® 5,4 cooling resources from a site and imposes a significant
iments with separatens files and then we would manually 0/ int of weight loading.

configure tunneling of the constructed VLANs. The tunnel-  Aq an alternative to a single large testbed, we have pre-

ing would require rewriting of the actual VLAN tags using genteq techniques for running massive experiments between
one of the solutions we described above. o cooperating Emulab-derived testbed facilities. The exper

If the experiment also requires that the control interfaces ence gained will help us understand the operational and ad-
each testbed talk with each other, then it would be necessamyinistrative issues with federating testbeds. We disalitiee
to tunnel the control networks together (since the contedi n - ghqific steps, several challenges with known solutiond, an
work addresses are private and unroutable), and it would bg, open challenges. We also provided a status update on
prudent to place the each participating group in a firewalledOur progress, and outlined a proof-concept experiment that

experiment to contain the control network traffic. Placing ses manual configuration to demonstrate the feasibility of
each federated group in a firewalled elab-in-elab experimen, approach.

would allow very stringent firewall rules, such as allowing
only SSH and XML-RPC traffic from the outside to the fed-
erated experiment.

This manual process should be possible to do now, howpl] Bascsy, R. e. al.. Cyber defense technology networking and evalua-
ever it would require operators at each site to usestigit tion. Communications of the ACM 47, 3 (March 2004), 58-61.
command to place a normally experimental network interfac€2] BeNnzeL, T., BRADEN, B., Kim, D., NEUMAN, C., SEPH A. D.,
on a node with external Internet access into trunked mode, SKLOWER, K., OSTRENGA R.,AND SCHWAB, S. Experience with de-

. ter: A testbed for security research. 2nd International |EEE/Create-
and then add all the VLANSs to be tunneled onto that inter- |\ o terence on Testheds and Research Infrastr uctures for the Devel-

face. It would also require punching a hole in the firewall  gpment of Networks and Communities (March 2006), Barcelona, Spain.
rules to permit UDP traffic between the participating sites. 31 wyite, B., Lepreay, J., SOLLER, L., RICCI, R., GURUPRASAD

Kevin Lahey at ISl is currently pursuing a small scale  s., NewsoLD, M., HIBLER, M., BARB, C.,AND JOGLEKAR, A. An
demonstration of this manual approach with the WAIL group  integrated experime_ntal environm_ent for distrib_uted ayst and net-
at Wisconsin, however he has encountered two problems; Works: In5th Symposium on Operating System Design and Implemen-

. . tation (OSDI 2002) (December 2002).
they are currently running an older version of Emulab that
does not have the necessary emulab-in-emulab features, and
the Wisconsin firewall is blocking the UDP ports necessary
for tunneling purposes.

F? Conclusion
a

References

5 Acknowledgments

This research was supported by funding from the United
States National Science Foundation (NSF), the United State
Department of Homeland Security (DHS), and Space and
Naval Warfare Systems Center, San Diego, under contract
numbers ANI-0335298 (DETER), CNS-0454381 (DEC-
COR), and N66001-07-C-2001 (DIPLOMAT). Juniper Net-
works and Hewlett-Packard (HP) donated equipment used
by the DETER testbed. Donations were also received from
Sun Microsystems and Dell through their University Dis-
count programs.



