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Spam Business Model

« Spam fundamentally advertises goods for sale

* Spammer revenue = orders placed x revenue/order

« Goal: Characterize this revenue

how much and from where
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Players in the Spam

From: fvcjleo@acme.com

SECURE ORDER FORM

100% SECURE CREDIT CARD TRANSACTION

Order details

Zyrtec (Generic)
50 pills x 5 mg

Delivery type
Courier

Billing Address

WE ACCEPT

—
= B ()

Sum For your safety we use highly

secure order processing server

with our own secure certificate
1 $51.73

$14.95
Total  $66.68

Shipping Address

FintName  [Sanioy

] ®  shipping info equals to Billing Info
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Affiliate Marketer
(Spammer)
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Affiliate Program
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RX-Promr

L

O6ue Bonpocit
ICQ: 402961146

RX-Promotion — naprHepcKas nporpamma, no3soasionas y4acTHHKam sapabarsisa ‘
NpoA&Ke MEAHKAMEHTOB TaM, /1€ OHHM XOTAT H TaK, KaK OHH XOTHT. MoxHo OTKPbLITH

COBCTBEHHYIO OHNAMH-AMNTEeKY WK paboTaTh Yepes Haury ceThb.

[nasHoe — 370 HaifTH Nokynareas ¥ NpoAaTs MeAuKaMeHTsl. Hy 1, koHeuHo, e 3abuirs
MOAYYHTL NPHOLIIL: BNAOTL A0 60% oT cAenKH. CYMTaeTe 310 NpeA/IoKeHHe
HEeBbINOAHbIM? YT0 X, OCTaeTCH BaM TO/ILKO 1103aBHA0BATD.

Kcraru, a cefuac Ml pa3birpbiBaeM 3o1010H CAHTOK.

PEITMICTPAILIVIA »

r

HOMHCCHA

— Konxypew? Hy u vmo? 5 /0 Houxcox aamonenenit

~ Jlefiemaumensio, Wy u umo, nod SEO
nodymaeuts, Xapaeit auuzpams,
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On-demand
payment
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Bosmoorcnocmes omxpvims ceou
MA2a3uUH

XOTHTE OTKPHITE CBOIO OHNaiH-anTexy? MEI BAC MOIIEDKHBACM,
Bek COOCTBEHHBIN MarasiH naer Donee MHPOKHE BO3MOAKHOCTH
IULA MIPHBIICYCHHA NOCETHTENEH, paDoTel ¢ MOTEHIHAIBHEIMH
KIIHEHTaMH H II0HCKAa OPHIHHAIBLHOTO ITYTH pa3BHTHA OH3Heca.
[ToaTOMY MEI IIpEIaraeM pasMecTHTE Ball caiiT Ha OeclIaTHOM
xocTHHre RX-Promotion H noIy4eTE NPHATHEIH MOJApOK —
IOMEHHOE HMA. BripoyeM, BB MOeTe BEIOpaTh o000l XOCTHHT,
KOTODPBIH BaM MOIXOIHT.

CITy4ae, 3T0 DYIET Ballla CTPATErHd IIPOIAX.




Studying affiliate programs

Oakland 2011 Click Trajectories study:
969 Million spam emails analyzed
ldentified all pharma, replica, software sites
Mapped sites to affiliate programs
Made multiple purchases per program

Showed relationship between affiliate
programs and banks

Levchenko et al. Click Trajectories: End-to-End Analysis of the Spam Value Chain
IEEE Security and Privacy 2011
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Customer Service

« Customer service emaill includes order ID#

supporti@drugs-support-24.com to gvheart Jan 11 | 4 Reply | v
support@drugs-support-24.com to ck2171 Jan 11 | 4 Reg

i e & s
" .\ouw 998-7978 THEUspRue Dear Customer. vour order was processed. The status of yvour order is "Sent to Warehouse

‘; “ O Abpping Fom +1 (800) YR P07 support@rx-drugs-support.com to gvhasrxp Feb 8 N
ﬁ *‘m\ Dear Customer, your order was processed. The status of your order is "Sent to War
ik We have successfully checked all your data and prepared your order for the shipmei

@ Viogra + Ciks Pack The transactio i

- i Your Order s 45542?
LS o ¥ You have purcha=e £ iollowing products at httpo/ithe-us-drugs.com/ :

Wamt

Gapreg cwtt Veg Pehvows Mt gl Ovéer wern

—— v ~ | VPXL 1 bottle x 1 pc . gty- 1, amount: 37.99 USD
Bestse

Boslsellors!

i an :
v ' ' Total amount of your order is: 52.99 USD (with shipping)

Viegra tali Fomale Viagra

o

6. 482065 483939 490427




Sequential Update Hypothesis

Each affiliate program has a single global
counter implementing order number.

When ordering from an individual Affiliate
Program, order numbers are sequentially
updated for each new order.
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Order Throughput Inference

PTT] Reaa- Order IDs
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Affiliate Program coverage

L
@ DRUGS World Software %4 .

‘ Online
Pharmacy
Brand & Generic Medications

sl ==l i | e a i e =] mLuEalaEdlanguagemm

ONLINE YOUR SOFTWARE RETAILER
PHARMACY
Pharmacy Express com Ny

Canadian @ Pharmacy
#1 Internet Online Drugstore

66% of pharma spam

* CANADIAN QUALITY SOFTWARE

97% of downloadable
software spam

2%
¥ ) UCSDCSE
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Dataset
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156 orders over 2 months
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Order Throughput Inference

Nov 1 Nov 1
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From orders to revenue

Revenue = # orders x average order price

* Order completion rate
 How many of each drug are ordered

* Which drugs are ordered

Prior order estimates [Kanich et al., CCS 2008]
. Absolute minimum cost item
Observed item distribution
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From orders to revenue

Basket-weighted average

orders/month |
single order

Affiliate Progr:
l1ate Frogram rev/month

33drugs

4RX

EuroSoft
EvaPharmacy
GlavMed

Online Pharmacy
Pharmacy Express

9,862
8,001
22,776
26,962
17,933
5.856
7,933

$57.25
$95.00
$84.50
$90.00
$57.00
$58.00
$58.75

$560,000
$760,000
$1,900,000
$2,400,000
$1,000,000
$340,000
$460,000

Royal Software 13,483 $133.75  $1,800,000

SoftSales 1,491 $134.50 $200,000

Consistent with Rx-Promotion CC processor data
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Product demand

Where are the customers?
What drugs are desired?

Ideally: full weblog data from Affilliate Program

Can we Infer this from available information?
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Eva Pharmacy

Eva Pharmacy Affiliate Compromised Image Hosters

Landing Page Product Page Cart Page Checkout

752,000 distinct visitor IPs
3,089 distinct cart additions
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75% of all customers in US

91% in Western Countries




Basket Inference

Category Quantity

71% “recreational”

General Hearth
Antibiotics
Antidepressants

Weight Loss

Allergy & Asthma

Heart & Blood Pressure
Skin Care

Stomach

Mental Health & Epilepsy
Anxiety & Sleep Aids
Diabetes

Smoking Cessation
Vitamins and Herbal Suppliments
Eye Care

Anti-Viral

29% non-recreational
pharmaceuticals
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US visitors 4x more likely to

select non-recreational drugs
Than other Western visitors




Conclusions

* Order throughput estimates for 10 major
spam-advertised affiliate programs

* Whole-program revenue estimates
. $200K-$1.5M/month per program; $9.8M/month total

 Location-based demand measurements

. Western purchases dominate demand

. US customers four times as likely to select
non-recreational pharmaceuticals
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Thank You!
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