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The malware pipeline

find vulnerable web servers

compromise web servers and
host malicious content

spread malicious links via
email, IM, search results

bad stuff |




The malware pipeline

find vulnerable web servers

e Malware links spread through:

compromise web servers and

; : host malicious content
e spam emails, spam IMs, social
networks, search results, etc.
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spread malicious links via
email, IM, search results

\ bad stuff /
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Advanced Search
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Google Search = I'm Feeling Lucky

You'll laugh. You'll cheer. You'll actually like tech demos. Demo Slam
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s this really a problem?

e ~40% of popular searches contain at least one
malicious link in top results

e Scareware fraud made $150 m. in profit last
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s this really a problem?

~40% of popular searches contain at least one
malicious link in top results

| got a new computer running windows Vista but | already paid for XP antivirus 2009
‘ on my old computer.Will | be able to transfer it to my new one or is only compatible
KoAommaiS...  with windows XP?

Is XP antivirus 2009 compatible with Vista?

3 years ago [} Report Abuse

Additional Details

| have paid $50 for that program and I'm going to use it if | can.

3 years ago

Can you also give me the link to re download it because they didn't send me a CD
3 years ago

please help me | google it but all | can find is remove instructions not the likn to
download it. help I'm losing my $50

3 years ago

Best Answer - Chosen by Asker

R
i&y Well,since you insist to use it,yes all trojan and viruses are compatible with all
windows platforms.

Safe Mode

3 years ago -1 Report Abuse




Contributions

e How does the search poisoning attack work?

-examined a live attack involving 5,000 compromised sites
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Anatomy of SEO attack

search engine
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Anatomy of SEO attack

search engine
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Anatomy of SEO attack

search engine
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Anatomy of SEO attack

search engine
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Anatomy of SEO attack

search engine
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Anatomy of SEO attack

search engine
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Analysis of an attack

e Examine a specific attack

e August - October 2010
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How are servers compromised?

e Sites running osCommerce

e Unpatched vulnerabilities
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http://www.example.com/store/admin/file_manager.php/login.php?action=processuploads
http://www.example.com/store/admin/file_manager.php/login.php?action=processuploads
http://www.example.com/store/admin/file_manager.php/login.php?action=processuploads
http://www.example.com/store/admin/file_manager.php/login.php?action=processuploads

What files are uploaded?

User: 99 (nobody ) Group: 99 (7)
Php:  5.2.10 Safe mode: OFF [ phpinfo ] Datetime: 2010-10-12 01:15:00
Hdd:  456.48 GB Free: 34.80 G8 (7%)

Cwd:  /home/a3447405/public_html/images/ drwxrwxrwx [ home ]

lhn-u Linux srv32.000webhaost.com 2.6.18-128.1.10.¢15 #1 SMP Thu May 7 10:39:21 EDT 2009 686 [expiokt-db.com)

-~




What files are uploaded?

Uname: Linux srv32.000webhost.com 2.6.18-128.1.10.615 #1 SMP Thy May 7 10:39:21 EDT 2009 686 [exploR-.com]
User: 99 ( nobody ) Group: 99 (?)

Php:  5.2.10 Safe mode: OFF [ phpinfo ) Datetime: 2010-10-12 01:15:00

Mdd:  456.48 GB Free: 34.80 GB (7%)




What files are uploaded?

Uname: Linux srv32.000webhost.com 2.6.18-128.1.10.e15 #1 SMP Thu May 7 10:39:21 EDT 2009 1686 [expioRt-db.com)
User: 99 ( nobody ) Group: 99 (7))

Php:  5.2.10 Safe mode: OFF [ phpinfo ) Datetime: 2010-10-12 01:15:00

‘Hdd: 456,48 GB Free: 34.80 GB (7%)




What files are uploaded?

Uname: Linux srv32.000webhost.com 2.6.18-128.1.10.e15 #1 SMP Thu May 7 10:39:21 EDT 2009 1686 [expioRt-db.com)
99 ( nobody ) Group: 99 (7))
5.2.10 Safe mode: OFF [ phpinfo ] Datetime: 2010-10-12 01:15:00
456.48 GB Free: 34.80 G8 (7%)
/home/a3447405/public_html/images/ drwxrwxrwx [ home ]




The main php script

www.example.com/images/page.php?page=kobayashi+arrested



http://www.example.com/images/page.php?page=justin+bieber
http://www.example.com/images/page.php?page=justin+bieber

The main php script
YOU T“be Search Browse

kobayashi arrested

thenameisskittles 18 videos = Subscribe

(ilM Tube




The main php script

www.example.com/images/page.php?page=

T . \

< ?php

- e : I o . oa =" -

J "\ 2 - . . Y Y " rn _1 ¢ "1 - [ N Y » . ™ \ Y " J » ™ . J L) . N . .
//Obfuscation provided by FOPO E Onlin jcato vl.2: heep://www.fopo.com.ar

Shaad7a3c599d="\x62\141\x73\145\x36\64\ x5f\144\x65\143\x6f\144\x65";Ceval (Shaad7a3c599d (

e Obfuscated script

e Simple encryption using nested evals


http://www.example.com/images/page.php?page=justin+bieber
http://www.example.com/images/page.php?page=justin+bieber

The main script (de-obfuscated

=< ?php

global $hta;

if(!file exists |

else $hta = true:;

@mkdir ("./.news") ;

@chmod ("./ .news",
| function crawl page (Surl
+|function is search bots|
+|function sendPage (Skeywoxrd)
+|function page404/()
+]function getRandom($key)
+|function getNew(S$key)
+|/function loadTemplate ($Stemplate)
+function getContent (Skey

Hif ($_GET(["g"])
print sendPage($ GET["g"]):

—lelseif ($ GET[" e"])

print sendPage(S_GET:“;aj




The main script (de-obfuscated

<?php
global $hta;

if (!file exists(". . e Check 1f search crawler

else Shta = true;

@mkdir("./.news");

@chmod (" ./ .news", ) ; Generate page fOr keyword

| function crawl page(Surl
+|function is search bots|
+function sendPage (Skeyword)
+|function page404/()

+]function getRandom($key)
+|function getNew(Skey)

+|function loadTemplate ($Stemplate)
+|function getContent (Skey

Hif ($_GET(["g"])
print sendPage($ GET["g"]):

—lelseif ($ GET[" e"])

print sendPage(S_GET:“;aje““




The main script (de-obfuscated)

=< ?php

global $hta;

if(!file_exists(". : ")) $hta = false;

else $hta = true:

@mkdir (".

@chmod (".
| function crawl page (Surl
+|function is search bots|
+|function sendPage (Skeywoxrd)
+|function page404/()
+]function getRandom($key)
+|function getNew(S$key)
+|/function loadTemplate ($Stemplate)
+function getContent (Skey

Hif ($_GET(["g"])
print sendPage($ GET["g"]):

—lelseif ($ GET[" e"])

print sendPage(S_GET:“;aje“j):

Check 1f search crawler

Generate page for keyword

Fetch:
snippets from google
images from bing



The main script (de-obfuscated)

=< ?php
global $hta;

if(!file exists(". : ")) S$hta = false; CheCk if SearCh Craner

else Shta = true;

@mkdir("./.ne

Gehmod (*./ revs", 0777) Generate page for keyword
| function crawl page (Surl

+|function is search bots | FetCh :

+|/function sendPage (Skeyword) { S nippet S frOm google

+|function page404() { images from bing

+]function getRandom($key) {

+function getNew ($key) { Add links to Other

+|/function loadTemplate ($template) { . .
compromised sites

+|function getContent (Skey) {
Hif ($_GET(["q"]) ¢
print sendPageps_GETj”'”j];

—lelseif ($ GET[" e"]) {

print sendPage(S_GET:“;aje“j):




The main script (de-obfuscated)

=< ?php
global $hta;

if(!file exists(". : ")) S$hta = false; CheCk if SearCh Craner

else Shta = true;

@mkdir("./.ne

Gehmod (*./ revs", 0777) Generate page for keyword
| function crawl page (Surl

+|function is search bots| FetCh :
+|/function sendPage (Skeyword) { S nippet S frOm google
+|function page404() { images from bing

+]function getRandom($key) {

4+ function getNew(Skey) { Add links to Other
+|/function loadTemplate ($template) { - -
compromised sites

+|function getContent (Skey) {
Hif ($_GET(["q"]) ¢
print sendPageps_GETj”'”j];

Cache page

—lelseif ($ GET[" e"]) {

print sendPage(S_GET:“;aje“j):




Dense link structure

e Other compromised domains found by
crawling included links

e Each site linked to 200 other sites
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Poisoned keywords

e 20,000+ popular search terms poisoned




Poisoned keywords

e 20,000+ popular search terms poisoned

Google

trends

( Search Trends )

Tip: Use commas to compare multiple search terms.

Examples

assisted living carmen electra. pamela anderson bedbugs
jcrew.com. landsend.com. eddiebauer.com. abercrombie.com washingtonpost.com. drudgereport.com imdb.com

Hot Searches (USA)

1. pga championship 6. statue of liberty

2. nickjr 7. florida lottery

3. powerball 8. george lopez

4. powerball numbers 9. rebecca black friday
5. rick perry . powerball results




Poisoned keywords

e 20,000+ popular search terms poisoned

Google

§ RELATED SEARCHES
¥ Justin Bieber And

§ Selena Gomez Break
§ Up

‘i Justin Bieber CS| Arrest

§ Justin Bieber Kissing
§ Justin Bieber Died

& Justin Bieber Baby

¥ Lyrics

¥ Justin Bieber Music

: & Videos

¥ Justin Bieber Cuts His
Hair

, Justin Bieber Selena
# Gomez Pregnancy

L~ -

| (‘search Trends |

justin bieber

Web Videos Images News Music Shopping Morey

ALL RESULTS 1-10 of 676,000 results - Advanced

Videos of justin bieber
Discover videos of justin bieber with Bing Video Search

W

o |

s, s,
"\‘Jlr .
Dapdety

&

Justin Bieber - Justin Bieber - U Justin Bieber - One Justin Bieber -
Never Say Never ft. Smile Time Never Let You Go
YouTube YouTube YouTube 4:02 YouTube 4:25

Justin Bieber Home | Download Justin Bieber Music & MP3 | Official ...

Justin Bieber website featuring all the latest music, mp3, tour information, blog, news and videos
from the teen sensation.




Poisoned keywords

e 20,000+ popular search terms poisoned

e Google Trends + Bing related searches

e haitiearthquake
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Poisoned keywords

e 20,000+ popular search terms poisoned

e Google Trends + Bing related searches

e haitiearthquake

te electi

e senateelections
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Redirection servers

e Three domains used for redirection

e Over 1,000 exploit URLs fetched
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Redirection servers

e Three domains used for redirection

e Over 1,000 exploit URLs fetched

Almost 100,000 victims over 10 weeks




Evasive techniques

e Why can't redirection behavior be easily
detected?




What are prominent features in
search poisoning?

e Dense link structure
e Automatic generation of relevant pages

[}
.‘ N R -. s L . ".\n ’ l ber » ;a A", Wlt' Q ""' 'e :O‘r, oy AN i
h 19 Y ...- - . v— th ) , '. ‘ . ; -'. « : -. B ad ' .‘ --‘. 1N .- “' - :.' ’ .--E\‘ .., ". o - = ‘-- -”)-:_:‘.:-.l E?’;_-.’ a2t . 4 -"h‘_:‘;.-.. - f"_. i. e A ‘f _‘




What are prominent features in
search poisoning?

o Densetlinkstructure
o : . -

| ¢ Large number of pages with popular keywords|
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deSEOQ steps

1. History-based filtering

select domains where many new pages are set up,
different from older pages

2. Clustering suspicious domains
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Sample web URLs with
trendy keywords



http://www.askania-fachmaerkte.de/images/
http://www.askania-fachmaerkte.de/images/

Sample web URLs with
trendy keywords

History based detection




mE

Sample web URLs with
trendy keywords

History based detection

Domain clustering

-lexical features of URLs
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Sample web URLs with
trendy keywords

History based detection

Domain clustering

-lexical features of URLs




Sample web URLs with
trendy keywords

History based detection

Domain clustering

-lexical features of URLs




eb URLs with
feywords

Fraction of pages

hased detection
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clustering

-lexical features of URLs

o O
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Fraction of pages
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10 20 29 32 38 60 65 66 111 191
# of URLs
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Sample web URLs with
trendy keywords

History based detection

Domain clustering

-lexical features of URLs




deSEO findings

e 11 malicious groups from sampled web graph
in January 2011

e 957 domains
e 15482 URLs
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Applying to search results

e 120 keyword searches in Google and Bing

e 163 malicious URLs detected in results

e 43 search terms affected
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Conclusion

e Malware and SEO are big problems

e Analyzed an ongoing scareware campaign

e Identified thousands of compromised domains
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mailto:jjohn@cs.washington.edu
mailto:jjohn@cs.washington.edu

