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Research Compute Cloud for IBM Research Worldwide

"9 research centers
distributed around
world

= A variety of IT
experiment labs on
each site

* Lots of lab machines
used for experiments
and getting dusted

* Extensive cloud
computing research
and experiments
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Objectives and Challenges

Mission (Maybe Not) Impossible:
“Chase two rabbits and catch both”
= Commercial-grade IaaS for Semi-public Cloud
— Serve worldwide IBM research community (and beyond)
= Playground for quick Cloud technology experiments and transfer

I

— | BV

3 © 2009 IBM Corporation



| Cloud Computing Research

RC2 Architecture

= Extensible and Pluggable
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Smart Cloud Dispatcher

Make RC2 Operating Infrastructure More
Scalable and Reliable.

* Handle impedance mismatch between user
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Smart Cloud Dispatcher

= Request Queues for Dispatcher and Component Managers

UI Tier
---------------------------------------- --REST./HITP-----------_--__* e
Dispatcher Tier /cloudAPI (ext.) | /managerAPI (int.) |

Cloud REST Servlet

Component Manager remote API

Component Manager
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Dispatch Queue

Cloud REST
Servlet

Dispatcher
Servlet '
Container
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Dispatch Queue (cont.)

Cloud REST
Servlet
Dispatcher
Servlet i request
Container !
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End-to-End Pacemaking (Ongoing)

Dispatch Queues

| | | | | |Sync. Request Q (SRQ)
| | | | | |Async. Requests O (ARQ)

get
reques ‘ +
v l constraints
Cloud Manager
Servlet
\\ status

Admin Throttling model based on
constraints-status-policy:

= Constraints:
maximum 256 concurrent
checkoutImage requests allowed

Status:

y S

[ Request Char. Matrix] number of active and outstanding

(queued) checkoutImage requests
are monitored

—
Transaction Manager
Component Manager JMS API

Image Manager

Manager

Mangger
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Image Management

= Catalogs, accesses, and maintains VM images

* Listlmages

* Describelmage imageld

* AddImage directoryURL imageName

* *CheckoutIlmage imageld directoryURL
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Mirage Image Library

Conventional
image library

Mirage
image library

image
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file file file file
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content
references

when an image is checked out
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Instance Management

Provisioning Steps to create Instance

1. Reserve resources - Placement Advisor
1) Select HostPlatform - Match capabilities with requirements of image
2) Reserve guest IP address and resources for Instance

1. Register instance parameters with TPM for tracking the instance

2. Request Image Manager to checkout/clone the image to the HostPlatform

V A\ \J \J \J C C \4
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VEGA provisioning abstraction layer

Provisioning APIs
- createlnstance

- destroylnstance

- listintance

- startinstance

- stoplnstance

- rebootinstance

[ Device Driver |
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Providers implaement
e following interfaces
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StopGuest
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SetGuestParameters
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Layer
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| Command Line

o Web services interface

| VMWare Device | T Xen/KWM Device Il LPAR Device
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Matadata o capturs provisaning requrements
including visual image definiticns (based on
SWF}

Service Provider Inlerfacs to phig
provisicning managar iImplamentations iargesing
Bpacits Infrasiruchure Sertualzaton
mchnoiogy: essentially consis:s of a sat af
workkdlows (uses embedded TPM capabilisies)

2alc SCTi
. Under

Available
. Dewv
ZLinux

Image definition is an =ml file
consisting of the description of the
composite image with paramelters
that provide additional details of the
images

Image content is a tarball of the Tile
systemn and a set of contant and
configuration scripts to configure the
O35 and software stack on the image.

© 2009 IBM Corporation




'

| Cloud Computing Research

Security Management

= Goals of the Security Manager
— Realization of Trusted Virtual Domain (TVD)

* |solation between different cloud users’ workloads
* Grouping of VMs of the same or different users (security domains)
* Enable controlled collaboration between users

= Layered approach
— Xen daemon extended for applying filtering rules for layer 2 to layer 4
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Trusted Virtual Domains

Security Domain A Security Domain B
Owner: User A Owner: User B
Filter: Allow traffic to SSH and VNC ports from outside Filter: Sec. Domain A may reach TCP port 80

the cloud
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Chargeback: No free lunch!

Finance Processing

BIRT Reports Chargebagk BSS
REST/HTTP

N 4

Logic Engine

3

Tactical: Java application pushes relevant data to BSS

Strategic: Pub-Sub based system to push data to BSS

| 2. Java Application pushes relevant

RC2 0SS

S data to BSS data

1.Event Framework captures RC2
System Events relevant to
chargeback.

WAS/ RC2 Ul
Cloud Dispatch

Ommaon
FrameworkI

Sub Components

Event Manager

________________________

New Chargeback Event
Trigger

This will capture relevant
state transitions (eg.
Create, destroy, etc)
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Chargeback Impact

= Money talks
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Challenge Case 1: Heterogeneous Cloud
* Provision pSeries (Power) System Instance (LPAR/Phyp)

RC2V2 Production Architecture

Hardware
Management
Console

y

pSeries Host

VIOS

.
reo-pok-was-02
E rec-pok-was-01 — rec-pok-udb-01
£ el [ DBE—— Chur::id:
E. - ul-vz 1 ’RE ST '
HTTR I— DB ——— =
i e rec-pok-hub-01 IEJ?:
I EluaPages \"/)% BIRT Reparts 5
£ LOAF o —IOBC:
FEC-poR-Img 02 &)\‘ —r]
Sassion WVEGA
T
Chaud Dispateher SoapRES
Lagger T Bluestar
= Ilhlmggr TC-drivers
Usar Managar Imsga Instanca Event !
Manager Managar Mar [ Irestinee —
{proxy] {proacy} Propeies Blusslar
T T T Wkfows
W

Usar Manager

REST

A

y

(=) [j -

Provisioned
Guest

Hoat Pocl

San Volume Centrolar
Storage Poal

Irvslance Siore
[BAN)

18

© 2009 IBM Corporation



pS | Cloud Computing Research

Challenge Case 2: Strategic Hypervisor Switch

Strategic move from Xen to KVM
— Migrate existing Xen VM images to KVM compatible images

— Xen images contain paravirtualized Linux OSes

Requirements
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RC2 Value: Usage Growth

In 1 year of RC2 production operation

— 631 users fro

m 34 countries

— Fast grow of VM images and

instances

— Matching capacity grow required

Memory Capacity (XEN and KVM hosts)
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Conclusions and Ongoing Work

= RC2

— Delivers high-quality cloud computing for IBM research
community (and beyond)

— Provides effective framework for quick integration of
novel ideas in to real cloud platform
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