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Abstract

As a practical means of achieving better security and sin-
gle sign-on, the Kerberos network authentication system
has been in wide use in the Unix world for many years.

Microsoft has included its own implementation in Win-
dows 2000, replacing the NTLM authentication system
from older Windows NT versions. This facilitates shar-
ing account information between Unix and Windows ma-
chines, as there is no need to keep different passwords.

Although Microsoft’s Kerberos implementation mostly
follows the specification, there are a number of devi-
ations and extensions, not all of which are well doc-
umented. Consequently, it is not always obvious how
to fit Windows 2000 clients and servers into an existing
Kerberos environment. In this paper we discuss the dif-
ferences between the two systems and describe how we
got our Kerberos implementation, Heimdal, to work with
Windows 2000.

1 Introduction

Ever since Microsoft announced that Windows NT 5
(later renamed to Windows 2000) would be using Ker-
beros for network authentication, there have been ques-
tions as to how that implementation would interoperate
with existing implementations. Considering Microsoft’s
bad reputation of “embracing and extending” other sys-
tems, people feared that what eventually came out would
be something that would at best be similar to Kerberos.
As it turns out, these fears are mostly unfounded.

While it mostly follows the specification, the Kerberos
in Windows 2000 has some small implementation dif-
ferences and undocumented extensions to the protocol.
This makes writing a replacement for the Windows 2000

Kerberos server hard. However, we feel that there are
good reasons for using a Windows 2000 Kerberos server
to support Windows clients, so this might not be a big
problem.

Heimdal[1] is an implementation of Kerberos 5 that we
have been working on for some time. To make it work
better with Windows 2000, we have made a number of
changes. These include adding RC4 encryption, config-
urable salting of keys (which is required by some other
systems as well), and crude support for referrals.

This paper starts with an introduction to the relevant Ker-
beros concepts in section 2. Section 3 explains the dif-
ference between database organisations. Section 4 dis-
cusses the different issues that come up when trying to
interoperate between Heimdal and the Windows 2000
Kerberos. Section 5 explores different scenarios on how
the two systems can be integrated, and finally conclu-
sions and future work are presented in sections 6 and 7.

2 Kerberos

Kerberos is a network security system for authentication.
It allows users and services, collectively calledprinci-
pals, to authenticate to each other over an insecure net-
work.

Kerberos relies on a central server (theKerberos server)
which is trusted by all principals. Starting with this trust
relationship, the Kerberos server can securely introduce
the communicating parties to each other. The Kerberos
server is also called the Key Distribution Centre (KDC).
All principals have a secret password or key that they
share with the Kerberos server. This allows them to
verify that they communicate with the correct Kerberos
server, since no other entity should know their password
or key.



Although each user has a secret password, the passwords
are actually stored as encryption keys in the database.
These keys are derived from the passwords with one-
way functions (string-to-key functions). For services, the
keys are stored in a location (typically in a file) where the
server program can access them.

A client authenticates to a server by providing the server
with a piece of data (theticket) generated by the KDC
and encrypted in the server’s key. This ticket proves the
client’s identity to the server. The server may also prove
its identity to the client by showing that it can decrypt the
ticket. Each ticket contains a session key (also sent to the
client) which allows the client and server to encrypt their
traffic.

Single sign-on is achieved in Kerberos by using a spe-
cial ticket-granting ticket, that is obtained when a user
logs in. This ticket can later be used to get more tick-
ets from the KDC, without having to enter the password
again. The ticket identifies the holder as a particular user,
so anyone with access to the ticket can impersonate that
user. To lessen the damage if a ticket is stolen the ticket
has a limited lifetime.

The Kerberos world is divided intorealms, where each
realm is an administrative domain. A realm’s name
will normally be the same as the site’s DNS domain
name. The name of a principal is a list of strings, sep-
arated by slashes, followed by the realm name. A typi-
cal user would be namednisse@FOO.SE and a service
host/bar.foo.se@FOO.SE.

This paper discusses Kerberos 5, the current protocol
version. Version 4 was the first to be publicly available
and had a sizable installed base when version 5 reached
maturity. There are still version 4 based applications and
clients in use. Thus, most current version 5 implemen-
tations have functionality for handling version 4 clients.
Version 5 is reasonably similar to version 4, except that it
is more parameterised, including support of several types
of encryption algorithms.

Kerberos is described in more detail in [2, 3, 4, 5].

3 Kerberos databases

Every key that the Kerberos server keeps must be stored
in some kind of database. The database needs to contain
at least the names and keys of the principals. Additional
information stored and the organisation of the database
can vary quite a lot between different implementations.

3.1 Heimdal’s database

On traditional Unix systems, account and password
information is stored in a local database (such as
/etc/passwd) or some distributed database (such as
NIS).

With a typical Heimdal setup the key database is separate
from the account database and password information is
not directly available to the clients.

This means that the name space for Unix users and Ker-
beros principalscan be different, though normally they
are not. Users might have several principals for differ-
ent roles. For example a user might authenticate as the
principalnisse/root when acting as super-user and as the
principal nisse/admin when doing administrative func-
tions with the database. Services have principals in the
Kerberos database but not necessarily any corresponding
Unix accounts. Even if they do, there is not necessarily
a one-to-one mapping between principals and accounts.
Services’ principals are usually namedservice/hostname.
The basic fields of a database entry are shown in Fig-
ure 1.

Field Type
Principal name list of strings
Principal expiration date
Password expiration date
Attributes flags
Key version integer
Keys (encryption type, salt, key). . .

Figure 1: A basic Heimdal database entry

There are several different string-to-key functions, so
what particular function was used for a key has to be
stored along that key. Some functions also take a known
string as input, known assalt. The reason for the salt is to
make comparing keys and performing dictionary attacks
harder (if the same password is used in different realms,
the resulting keys will not be identical).

The typical way a realm is set up is with one master
server where all modifications to the database are per-
formed, and a number of slaves that maintain read-only
copies of the same database. Changes are propagated ei-
ther periodically or incrementally from the master to the
slaves. This is similar to the common DNS server config-
uration with one primary name server and zero or more
secondary name servers.



3.2 Windows 2000’s database

Windows 2000 uses a data repository called the Active
Directory[6] for most of the domain data. This includes
the users and machines, and their keys.

The active directory is a hierarchical directory service
which stores different kinds of data, each identified by a
particular schema. It is distributed among the domain
controllers of a domain with multi-master replication.
Thus, changes made to any of the servers will be propa-
gated to the other servers.

4 Protocol and implementation issues

4.1 Encryption types

The original Kerberos protocol specification
(RFC1510[5]) made DES the required encryption
type to implement. Windows 2000 implements this
encryption method, and it interoperates with other
Kerberos implementations.

When upgrading an NT 4 domain to Windows 2000,
there are only MD4 keys for all users, so there is no way
to use DES. To support this common case, Microsoft
included its own RC4 based encryption algorithm (rc4-
hmac-md5) that make use of the MD4 keys. This algo-
rithm is described in a series of drafts[7] published by
Microsoft. Heimdal also has an implementation of it,
which we have tested against Windows 2000.

4.2 Salting

Normally keys are salted with the principal name, but
there are situations when a different salt is used. One
example is when converting an existing Kerberos 4 realm
to Kerberos 5. In Kerberos 4, the keys are not salted
(the salt string is empty). Another is when a principal is
renamed, since the principal name will change, but the
key will remain the same.

When the salt is non-standard, it has to be stored in
the database, and sent to the client. Windows 2000 can
do this, but for unknown reasons it does not handle the
empty salt.

The Heimdal key database can keep several keys with
different salting information (both type and string). The
point at which more keys can be added is when the
user’s password is changed, so there is configuration sup-
port for specifying what types of keys should be created

whenever a password is changed.

4.3 Limitations and problems

Windows 2000 does not implement all of the functional-
ity required by the Kerberos specification. One of the re-
quired checksum types is not actually implemented (rsa-
md5-des). This is a problem because there is no negotia-
tion or possible way of knowing this beforehand.

When a user’s password has expired, the Kerberos server
will return an error and only allow the user to change
their password. Windows 2000 erroneously gave the
same error when the user was actually trying to change
the password which resulted in an infinite loop in our
client. This bug has been fixed in Service Pack 1.

Unfortunately Windows 2000 does not support looking
up KDC information for non-2000 realms using DNS,
therefore, configuration information has to be added
manually.

4.4 Authorisation data (or PAC)

The Kerberos protocol only provides authentication, it
proves the identity of a communicating party, and not
authorisation, or telling what rights and privileges they
might have. The common way of implementing autho-
risation is to look up the identity in a separate list or
database and see what they are authorised for in this con-
text. Microsoft instead tried adding this to Kerberos.

The Windows 2000 KDC adds extra authorisation data
to the tickets it generates. This data is called the Privi-
lege Access Certificate (PAC). It includes some informa-
tion about the user and group memberships. Both users
and groups are represented by their Security IDs (SIDs),
which is a unique number for every Windows 2000 ob-
ject. All of this information is stored in the active direc-
tory, and the application server should be able to look it
up from the client name in the ticket, instead of getting
it from the PAC. However, it is unknown whether servers
will do that if they get tickets without the PAC.

The PAC data format has been partially reverse-
engineered. We wrote code as part of Heimdal to dump
the authorisation data and then were assisted by peo-
ple with much more familiarity with NT data structures.
The format has also been documented in a Microsoft
document[8] that has atrade secret license that prohibits
anyone from implementing it.



4.5 Applications

Without applications that use Kerberos, a working in-
frastructure is not very useful. However, the traditional
Kerberos applications on Unix (such as telnet, rsh, and
ftp) are not available on Windows 2000 or do not sup-
port Kerberos. Applications on Windows 2000 use Ker-
beros for a number of different protocols such as LDAP,
SMB, and COM. Unix counterparts of these applications
are only somewhat available.

4.6 Administration

There is no standardised protocol for administering a
Kerberos database. Windows 2000 uses the Active Di-
rectory to store the database which can be accessed
through Kerberised LDAP. Consequently there is a pos-
sibility of using non-Microsoft tools to maintain the
database information.

Password changes by users are done with a different
protocol[9] and it works fine between Heimdal and Win-
dows 2000.

Database propagation between the Kerberos servers is
also rather different. Making the active directory distri-
bution and the different propagation methods work to-
gether is non-trivial. This makes mixed realms with both
Windows 2000 and other servers quite unlikely.

4.7 Referrals

When getting tickets the client has to know what prin-
cipals to request them for. The traditional way of doing
this is to use the user’s login-name and the client ma-
chine’s pre-configured realm name. Microsoft has pro-
posed a draft[10] to extend this mechanism, so it would,
for instance, be possible to use an e-mail address as login
name. The extension requires some changes to the pro-
tocol, since the KDC is not allowed to return a ticket for
a different principal than requested.

Referrals can also be used to remove the need for host
name lookups on the client, somewhat like turning the
KDC into a secure DNS server.

It is unclear how much of this draft has been imple-
mented in any released Windows version. It is a fact that
a Windows client will only talk to KDCs in the realm
it currently belongs to, unless it gets a referral to an-
other KDC. Thus the KDC needs to have some support
for referrals or cross-realm authentication will not work.

We have added functionality for referrals to the Heimdal
KDC that is sufficient for Windows clients.

4.8 APIs

Windows 2000 does not support any of the traditional
Kerberos 5 library functions, that many Unix applica-
tions use.

The GSS-API[11] protocol with a Kerberos mecha-
nism is implemented, but not the API part of it. Ker-
beros application programming under Windows 2000 is
done with the Security Service Provider Interface (SSPI)
which is quite similar to GSS-API. Thus only a small ef-
fort is required to write code that works with both Win-
dows 2000 and other Kerberos implementations. Be-
cause Windows 2000 implements the GSS-API protocol,
applications written against SSPI will interoperate with
GSS-API applications using other Kerberos implemen-
tations.

5 Scenarios

There are different ways to integrate a Windows 2000-
based infrastructure with other Kerberos realms. Some
of these are discussed here and the interoperability of
each of them is explained. Some more details on the ex-
act commands to run are available in [12].

5.1 A Windows 2000 client in a non-2000 realm

A standalone Windows 2000 workstation (a member of a
workgroup but not of a domain), can be configured to use
a non-2000 realm for login authentication. Theksetup
program (which is unfortunately not installed by default
but supplied on the Windows 2000 install CD) can be
used to configure what realms should be used by a par-
ticular workstation. The DNS names of the KDCs also
have to be configured (see 4.3).

The workstation must have a key in the Kerberos
database. Also the mapping of Kerberos principals to lo-
cal users (typically one-to-one) has to be configured. It is
worth noting that the workstation will use the configured
KDC for all its requests, independent of what realms the
application servers belong to, so this KDC has to be able
to handle these requests (see 4.7). If the configured KDC
handles these requests, the workstation can connect to
remote Windows 2000 domains.

Sites with a small number of Windows 2000 machines



most likely want to use this configuration. It is being
used mainly by sites that do not want to have a Windows
2000 domain or do not want all of their machines to be
members of their 2000 domain.

5.2 A non-2000 client in a Windows 2000 realm

Clients using other Kerberos implementations should
not need very many changes to interact with a Win-
dows 2000 KDC. Key installation is of course differ-
ent. The client must have a user in the active direc-
tory, created with the normal Windows 2000 tools. Then
a mapping between this user and the principal name
(host/fully.qualified.hostname) has to be installed with
thektpass command. The key that resides in the active
directory also has to be copied to a file on the client.

We are not aware of anyone using this configuration.

5.3 A Windows 2000 domain with a non-2000
KDC

The problem using a non-Microsoft KDC for a Win-
dows 2000 domain is that the KDC is very much inte-
grated with the other domain controller servers. All of
these servers would have to be replaced at the same time,
much as Samba [14] can act as a domain controller for
an NT 4 domain. It is unclear how much work is needed
to make Samba a replacement for the Windows 2000 do-
main servers but it is probably a large amount. And, of
course, the Heimdal KDC would also have to be inte-
grated.

The PAC data also make things more complicated. If
there are no native 2000 servers being run in the domain,
PACs will not be needed. And it has yet to be deter-
mined if native 2000 servers use PACs as optimisations
or if they are actually required. The worst case would be
having to reverse engineer the complete format and then
sew the KDC and the domain controller together.

Getting this working reliably is still far in the future.

5.4 Inter-connected Windows 2000 and non-
2000 realms

A Windows 2000 realm can be integrated with an exist-
ing non-2000 realm by allowing clients in the Windows
2000 realm to authenticate to the existing realm. When
a client wants to authenticate to a server in a different
realm, the two realms must share a key, either directly

or indirectly through other realms. Windows 2000 and
non-2000 realms can share a key. All the involved Win-
dows 2000 clients need to have configuration informa-
tion about the foreign KDCs. Once the foreign KDC in-
formation is stored on the domain controller of the Win-
dows 2000 domain, a key can be configured with the GUI
administrative tool. This key also needs to be added to
the other realm. Kerberos authentication can then take
place between the two realms. The domain can also be
configured with the same GUI tool to allow users to login
when they are authentication in the other realm, similar
to configuration of a standalone workstation.

This is likely to be the most common configuration, since
there is only one password database and all Windows ap-
plications that rely on or make use of the domain infras-
tructure still work. There are several large sites that have
their realms set up this way, keeping all their users in
one realm and all the Windows machines in a Windows
realm.

6 Conclusions

While Windows 2000 Kerberos is different, getting it to
work with other Kerberos implementations is not that
hard. The documentation is not always sufficient, and
sometimes experiments have to be performed to figure
out how things actually work.

7 Future work

Windows 2000 uses an extension for using public key
cryptography in initial authentication[13]. An imple-
mentation of this in Heimdal would be useful, not only
for use with Windows.

Assuming that there is a usable specification of the PAC
format (see 4.4), integrating the Heimdal KDC with
Samba[14] to create an entire domain controller would
be useful.

8 Availability

Heimdal is freely available from
http://www.pdc.kth.se/heimdal/.
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