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Abstract,  In smancend ercrvpion asd  sigmine
applictions,  rmndomised  alpontlims  are wsed o
increase lamper resistance against atacks based on side
chunnmel leakage.  Recemtly several such algorithms
have appeared  which are  suitable for  R5A
exponentizion and'or ECC poind nmltiplication. We
show  thal  under  certan  apparcily  reasonable
hy pedheses abow the countermeasures in place and the
attacker's monilonng equipment, repeated vse of the
same secred key with dhe algorthm of Liarded wnd
St 15 e aganst any side clanned widch keaks
cnough data o differentisle between the adds and
doubles in a sngle walar moliphication.  Thos the
scilar necds 10 be blinded in the standard way, or some

othier  sadtable  counler-mensures  emploved, of the
algonthm is to be nscd salely in such a context
key words:  wsr-ary cxponentiation,  Liardet-Smar

randomized algorithm, BECC, additkon cheains, shding
windows, addilion-subimcton chains. power analysis,
SPA, BEMA, blinding, soeiricind

1 Introduction

Mapor progress in the theory and prscice of =ide
chanmel atacks [5. 6] on embodded cryplographic
systems threatens 0 enable (he capture of secre keys
from sigle applications of cryplographic  Tunctions
[, 11, 14). This is partsculerty tnse for the mome
compiatiomlly  indensive  funciions  sch a5
cxponenisiion, which 15 4 dugor process o iy
crvpdio-aysiems such as REA, ECC and Diffie-Hellman

Timing amtecks on madular nusltiplication can wsually
b ovedded easily by oremoving  dat-dependen
conditiomal statemems | 1G], but, with iming vanatsns
removed, attacks wlach make wse of datm-dependent
vargtion in power and clectro-magnetsc  radiation
bocome casier  Initial aftacks of ths fvpe mequired
aveniging aver 3 mumber of exponeimions [B],

Oine counber-mensire i o modily the exponem from
to e e where rois a mndom mumber, bpcally 52-bits,
and i is the order of the (muliplicative) growp in which
the exponentiition s performed [5]. This mesalts in &
differcni exponcntiation being perfommed every fime
However. if squares and  oulplictions can be
distinguished during o single exponentiation, then use
of the standurd binary  exponentiation  algortlsm
immiediscly beads to exposure of the seorct koy,

For cllipiic comve covpiography (ECCh the most
cificient schemes for point addition and poini doublog
imvadve different numbers of operations in the Dicld over
which the curve s delined, and tese mimbers vary
dipending on the represerdation wsed for the curve. A
counter-mensure which  redoces  the  likehbood of
distinguishing between (hese poinl operations imolves
couulising the munber and type of the component field
operations [12] or making (he point addition look
exictly the sume as two poinl doublings [1].

However, squures and  omliplicatsons m the feld
behave differemtly [13] and so there is no reason (o
beliove that such recoding will necessanly hide fully
ihe distinction Defween poind  addifiors and  poind
doublings: for exmmnple, in |12], feld squares appear for
point additions, bt feld cubes when the same formula
15 weed lor poant doublimgs.  Side chunnels can
distinguish these if the Hamming weight of argumenis
cin be dedwed. S0 exponentistion nlgonthms are
chosen in which there is sl an ambiguity in the
cormespondence  between  moliplations  (Le. poinl
additions in ECC tonnsh and propenics of the scornel key
(such as bit or dignt values), Menry expomentiation [4]
Tor m = 1 provides one solution becanse cach addition
mepreseiids an unknown choice from a set of seveml
moie=crn diging,

[ the swme unblinded key vahie is re-ised for many
exponeninsions, there is & dunger thit {he repeated use
of the same opermd can be defermined [14] This
would emable individual digits of (he exponemt basc wr
o be identified and hence the key  recovened
Unfortumstely. pamticulardy for ECC as opposed to BSA,
applving the above cxponcni blinding icchnique s
experi=ive when e scoret key is bypically onky 192
bits. I adds mhoat 17% w0 the cost of poinl
mdtiplication Hence  mmdoomsed  exponentmtion
algorithons may be a preferred option for ECC.

There are cummently several algonthms which rmdomise
the openrions assocuided with specific inpuis so that the
exponentiption schame is different on SuCoessive mins
with the same dota [7, % 17, 2, 3] That of Liardet and
Smuani [7] uses a sliding window of random. variablc
widile  IF he anacker's equipment s insufficient 1o



oblain  informution from 8 single EC poinl
multiplication, then il scems that averging over
different miltiplicatioens with the same key would diluie
amy datn dependency in the side channel lenkage.
However, we will show here that il individual point
multiplications  do  leak informudion  about  whal
aperation is being pedformed, then the seenet key can be
obfained straighiforvardly. Indeed. one might even be
berier off with sr-ary mnliiplcation

We begin by recalling the algonithm and looking al
vanous parameters which mighl be chosen Lo improve
eificiency or secunity, Mexi, the assumgdions aboal the
atlacker's  edquupment and  covplosysiem counler-
meqsures are outlined, These are indtially quite tight 1o
make the presentation of the aitick casier. The attack
stans with extracting & keast significant digie, and then
wses (s repentedly o reconsiruct one possible
represendntion for the secrel kev, An essemtial pan of
i discussion is an asscssmem of the probability
that the siack cam be compleled successfully,
Before concluding with seme counter-measurcs and
allermatives, we explain how the pitack can sl be
performed in g more realistic eovironment where the
side channel leakage is musch poorer

2 The Algorithm

This section contmins o broel ouotline of  the
(exponentiation) algorithm of Liordetr and  Spoean.
Becmse it gencrales an addition-subtraction  chain
rther e simply s addition clunn, mverses hive (o
be compubed swhen it is applicd.  This means (i
applicaions 0 BSA cryplogrmphy an: onlikely becinse
af the expense of compuiting imverses,  However, in
cliptie  curve  crvplography  (ECC)L  onverses  are
csseniindly  for Tree. Henceo we will assume the
algonthm s apphied 10 an additive group, such as el
formed by the points on an elliplic cumve, and use
appropriate werminobegy . Processing of (e secret key &
therefore produces a sequence of instnictions swhich
result i pdditions (1) and doublings (70 ol group
clements.

Suppose we wish o compate the element O = &P Tor a
given positive ieger & (the secrel keyv) and a given
member F oof some  group F A5 in mi-ary
exponendigtion, Liardel and Smard pre<compuie the odd
multiples (7 of P for indcgers | e (—Yam, Ve where
g =2 and ihen cmploy the standard sliding windows
tecTumgue but with o window which has a codom width
showing vp o X bis o other words, & 15 recoded 10
obdain digas & (0 =< = p) which are determimed vsing a
rficlomby <chosen varable base m, which divides m.

The digits are chosen in the order &, &, ..., & and ihe
digil mepresentation bA, . bk salisfies

l‘: - r': --“l"-n:uﬁ'r |+J'.n-l.|r'"|1 ¥t 'l"‘lr|+""| :l‘""n+"-|l {1’

The group clement muluplicanon processes these digins
from most 1o least significam following the melated
scheme defined by

K = gl e s e (R P U P (2

L1 Code for the Key Recoding

Mam explicitly, if minmaed is the funchon which reurms
a residoe of minimal absolwe vabiee, the algonihm for
choosug the degits 15 this:

RANDOMISED SIGNED m=ARY WINDOW DECOMPOSITION
[T}
1+—0;
While k=0 do
[ If(kmed 2) = 3 then
{ m—2;
h| o U
]

ega

{ Randomly choose base m, = {227, 271,
k= b minmad my,

i

ko= (k=kilm |

a1

};

Herz, botls 1 oomd 1 could be allowed as digits for base
L, bt that imealyves the added complication of 4 mndom
it 1o decide which o schect, and also (o avodd node-
lermimation) mestncting the chaice to only 1 when &
reaches 1, Owr anack wounkd work also in these
circumsiances wilh few changes,

12 Efficiency Considerutions

There are sull some patmeiers 10 be chosen in ihe
algenthim.  Yarving (hese affects cfficiency, but there
are alse security onplcations. As we see kaler, cenaim
choices will mcerease the difficulty of mounting the

attack, forcing, o particular, more samples o0 be
requined.

The value for 2 has the gremest effect on efficiency. In
clliptic curve applications, subtemction may have the
same cost as addition. Then it will be unnecessary 1o
store the megatve pre-compaied mubliples of the inpu
point. So onky space for 2°-2 multiples is likely to be
meguired.  Increasing A improves speed, but wilh



diminishing retums for the space required for pre-
compuled values.

Mo sugeesions are mide in [ 7] about by 1o choose the
ary randomly A uniform disiribogion is mol ven
cllickent. and indced perhaps the least secure under this
atack. It is most efficient o make the maximmim
possible use of the pre-compuicd values by choosing
the maximum base sime 27 alwavs,  Bul 10 mainiain
pencrality for kater, supposc m, = ¥ is chosen wilh
probabiliay g, wlen & is odd ad po= 1S the probakaliny
of selecting basa 2 wlen & 15 even

Choosing pg = | means that o, = 27 whenever & is odd.
This yields ihe uspal w-arv sliding window meihod
with fixed m = 2. Taking ® = 1 yickds the usual binary
“sepuare-ard-muliiply”  algonitlon Howewver, such
choices would remove amy non-determinism from the
sequence of poim operations

Ohserve that biasing in the choice of s does nol
chunge (he uniformiy in the distnbuotion of residucs
& mod s, inherted from & asswming & is randomily
chosen.  This means thal every mew key value &
generated during the recoding retains (he same random
properiies; in paticular, mesidoes module 2 wall be
umnifprm for every key encouniened,

3 The Attack

A1 Introduction & Initinl Hypotheses

The purpose of modomised exponentiation algonthms
i 1o frustrate side channel analyvsis by anoattacker, In
panicular, they are coumer-MERsSUres agminsl using
knowledge of the exponentition process 1o extract the
secrel key & Sevemal different levels of leakage are
possible, depending on the esources of the allscker. A
poot signal-i-noise rfio (SRR means ihal mainy
samples have o be taken, and mveraging the side
channel leakage is one way of improving the SNE. 5o
a crtical pammeler is whether or not the nitncker’s
couipment 15 good enough for him o extract sufficicn
mepmngful data From the side channe] trace of a single
sedlar multiplication. 17 i s, then the standard key
Blinding descnbed carer suddendy fnals o provide the
data hiding protection afforded by averaging away local
datn dependencies,  Imgproved equipment and laborston
techmiques mean thit this bamer might soon be
breached without excessive expenditure [10. 11].

The cutcpones of leakage wlich could be considercd
inghudde ihe following

i1 individioal point operations can be observed on
power, EM or other side chanme| traces;
i) poimd doublings and point additions can be
distinguished from cach other,
iii) re-use of opermnds can be observed. and
iv) opcrand sddresses can be dedoced.
Poviit i) oy bold simiply because progrm insimeniens
and dads need (o be felched al the stan of each poinl
apcration, and these canse differcnt effccts on the side
chimmelks than feld operstions. Point (1) owy then bold
a5 a mesull of different patierms of ficld opertions for
ponid sbdittons  them  lor poind  moliplssdions.
Properics (i) anmd (iv) might hold as a resull of being
able o deduce Hamming weights of data and address
words iravelling along ihe bus.

Randomisation prevents the obvious averaging of the
traces of many point mubiplicatons which wos wsed m
indtial power analysis stiacks on the binory “square-
and-mulbiply™ algorithm, Here every point mulbplic-
ariom determines o differem sequence of doublings and
addrions.  With matched code for additions and
doablings, averaging may hide the diffcremce between
the two operations becanse they are mo longer separted
in fime, buf in cormentd implemendations such averaging
will certainly reveal the stad and end of the individual
prind  opertiens which  make wp  the  scalar
matltiplication.

The attack described here requires e 5ME 10 be pood
cnough o extrct seme  wseful daa from <ingle
multiphications on the cunve, Specificelly. mmitially we
assume Th

= Adds and doublings can alwavs be idemified
cormectly and distinguished from each other using
irces obtined Trom sude channel leakage Tor o
single point muliiplication. and

o A number of ireces are available comesponding i
ihe same secrel key valuve applied fo diffenent
scalar malriplications,

Both of these hypotheses will be relaxed Eter to some
extent, providing a more realisiic soemnio,

L1 Overview of the Attack & Notation

The outlie of the attack 15 as follows, For sumplicity,
b the st v pothesis,

= Every trace con be viewed as a word over fhe
alphabet {1,077,

Every ocourmence of an 0 (add) in the trace splits the
word imio & prefix and a suffix which comrespond o two
imiegens &, ad &, that are precisely delined i temms of &



and the positiom of A in the trace, All iraces detenning
the same wvaloes to within £1. By looking at the
panerms o the keft of a given 1, one obtains the residue
of &, modulo & small power of 2. and hence a few biis
of & Repeating this for the position of each {4 enables
all the bits of § 1o be moovered.

Definition.  The position of o specific insance of
etiarncter A o DV ia o frace word v e gamber of Qs
which are o the pight of the selecied characier,

W will explait a close relutionship between positions
im w hich A appears im trces and bits which ame | inoihe
comesponding position of the by represemation of &

In order fo be uble 1o give examples, we fix the
characier order of words over {73 10 comespond 1o 3
left-to-righ processing onder. Thas. the digit sequence
l:l];LIJ.. with most significam bit on ibe lefi, is
processed Trom most 10 least signilicad b, e Trom
left to right and so woold result in the word
FAAINRADD. There are As in positions 2 amd 5, and
D inpositions (o 5. In fsct. every 2 is paired with a
preceding £ with the same position, and s ome coukd
view the £ combinotion as o single charmicier. Then
the positien would correspond dirgctly 19 clamcer
index, counting from O @ the right hand end. s in a
bitsry represeidalion

The initial £4 corresponds (o the digit 1; and might be
cmitted i efficiensd imitnlisation wkes place instead.
Assuming this is e case, we will delete any il 25
bael leave the indtial A as an wmambiguows emimder Chal
ihere is an initial digin 1o ke o account, This wornds
abwiays commence with . In the above esanple.
ADERADD will b e word corresponding 1o the
given digil scquence,

3.3 Propecties of Key Digils

We now ook ot the sequence of dighs generied by the
Liardel-Smart algonthm. The notateen used here is the
s as for a fxed base, and many stamiand properics
have analoges,

Lemma 1. Seppose S, ks do oo digndt represeni-
affon of & gemerared by the Liardei-Smant algorithm,
Wit sequrenies iy, My, ... W, Wy ol Bases, Foe some
fer k" denote the imeger corresponding o the prefiv
.F',J..r |___.i.| ained il .l:.,"' cleraare thee dtegrer ma.rrc'.mm:.l'fng
o the suffic Kok Then &= """ where

! = ]'['J o, and |k <m"

This emne is obvious Trom the delfinitson of the digit
soquence given by equation {15 except, perhops. for the
last paart. Thet pan follows easilv by induction Dagit &
15 chosen with |&| = Yo, = m—1. This propery for
i= 1 stns the induction, Then the mmducton siep s
BT = o < AW £ o = ™,

We swill contimsg 10 use (e mdadion " for n: 1,||-au‘I

and &7 and & Tor the key virlues associared respect-
ively with the prefix Bt oo & and the sufTix &8
of the digil sequence, The next kemma uses the egqualily
and bound of Lemma | fo ideniify iwe possible valuges
lor &, corresponding b i1 belng a positive or negiive
residue of & modulo '™

Lemma 2, Wil the previens rofanion, either

iy k' =k mod m™ and &=k div m'". or

i) &= (k mod s p-m" and £, = (k div m'p#]
whers mod retuers e feass non-negaive residue, and
div v integer division given by rossreliog oeven the read
GUEHIEHL.

This shows thal, whatever choices are made for the base
clements, i given digil sufTix con determing only ong of
two possible  valwes when ile produect of the
corresponding base elemems is fixed, We would like ai
lzast the ocourrence of the one which will make the
corresponding prefis odd becanse o lesds 10 an addition
LAy which can be uscd 1o identify a commespending point
b e b,

Lemma 3. For all POWER ¥ =k othere iy o coles of
herse efemenis e and o gilepee § s e XY = o'
On erverage, for af least 1-27" of all values of i, there
are choices which make k" odd, and, for o least l'mlg':l:'

of all values of |, Meve are cholces which make £
R,

Proof. The existence of the chowe of basis elements is
chear taking i, = 2 for all " allows one 0 satisfy the
cquadity for o with ¢ = j. For that choice, & is the
uwsual index i hit of &, and 1akes cither parity with equal
probabality. [t is the lowest bit of &, and so &, is the
desired parnity with probabiliny 1.

Oher chowces of base clemenms exisi, and they may
result in &) being odd even when the bitof inerest in &
is cven, This increases the avensge mumber of cases for
which oddness occurs, Instead of choosing m, = 2, we
iry choosing my = 2' for amy "with 1| == R The
abiliy to sclect them depends an a cormesponding bit of
AT being 1 (otherwise hase 2 must be closen),
These bits are independent and s e aliemative bases



can be chosen with probability Y5 Each will give odd
parity 1o the next &, if chosen. Hence the prefix key
cormesponding 10 2 can be made odd with probahilite m
least 1-27" =

OF couwrse, this argmment just gives a lower bound on
o oty /5 will give mse 1o two key prefis and two
sffix valwes. It doesn’t guwaramies thot when both
valmes are possible they will both appear with non-
ncgligible frequencics. The aciual relative Treguencics
appear 10 depend on (he lowest & bias of the k)
comesponding 1o m'' = 2" However. in the nexi
zection, a kower bound on the mitee will be produced as
mecessary for each choice of these bits,

34 Reoovvering One Digit of &

In this section we show how 1o roover tse least
sigmficant digit & and associmed bise my Inoone
represemation of & and how do identify the subsct of
trages which correspond 1o the associated prefix key &,
such that & = bpmthy,. Exactly the same process vields
ellaer digits of & independently,  Those digits can then
b assembled topether to give & in s manner described
i (e el sectian,

[ Fr is the full set of all sample traces, then we denie
by ¥ ihe sct of tmces oblained by mking cach member
of Tr amd deletmg the suffis w the mght of, bul ol
incheding. tlse [} of position . Thus ey = T Trois
partitioned inlo two complementary subsets; Tr' which
consisls of those tmoes which rerminate with 1, and
r which consists of those iraces which terminae with
00 We need o identify one of these subsets for each
digi choice so that ils neighbour o 1he lefl can be
selected comectly.  7r,' always represents the odd
choice for k', but some traces in 7r;” may contain only
some of the opentions for the nghtmost prefis digie,
and 0 nol represent amy &, properly,

The derivation bere docs make specific use of e it
that in this implementation T is nol allowed as a dign

Torbase 2. Similar argaiomens apply when 1 s allowed,
bt there &5 & duslie which beaves o complicarning
anrbigity between s twe values of &8, (hroughol the
reconsinection process, This is only resolved when the
complets valee of £ is reconstrocied and under ihe
assumpdion that the true sign of £ is known

Lemma 4. Sefect oty frace for Loy b Then & s exacely
dvisible by 2 where §is the wniguely defined integer
surede that AD b o sl of ohe race

Proaf. Clearly, if £ is divisible by 27 then Base 2 nuasi
be chosen for the lowesl ¢ digats, which ame then all
#ems,  This leads 0 a characier sequence [F of i
consecutive s as a suffix i every trace. IF & is not
divisible by 2" then, whatever the next choice of base,
the digit will be non-eem and hence cause f o be
appended io the sequence, viclding the suffix ALY, =

This resull enables ilese ¢ occurrences of D 1o be
identificd with | least significant digits 0. cach of hasc
2 Moreover, all tmees conlrm (g conclusion, 5o,
removing the digits one ar a finse,

Lemma 5. [Fevery prace w0 Tr has finel characier [
then we mieny foke by = A0, mg = 2 and the rpces of Try all
represent the associaied k.

Il & is odd. o digin has been dedwced vel. and Turher
waork must be done,

Lemmi 6, Suppese k= 1 ol 27 where § < R Then
k= 2% mod 2 i Tr contains a troce with sufix
ADY, k=21 mod ' then the probabilite tha Tr
cortains ao Poace with sl AIXA i {1- p,‘r“" Wl
o R e

Proof. IT 4= 1 mod 2 then a base of . = 27" or
larger will lead 1o suffix '"'4. However. a smmller
baase my, = 2 will bead to suffix £ with digin &, = 1 and
the Forced selection of base 2 at least i+ | — times, This
again leads 1o sullix (7',

Now suppose & = 21 mod 27 A base of m, = 27 or
larger again leads to suffix ©2''' 4. However, the choice
of bage o= 27 means Iowest digit & = 1 ancd nest digal
dotenmined by & div 2°, which is . Hence the suffix
i5 AL Tor that choice. Similarly, o base my = 2 wilh
4= 4, will lead to suffix £¥4, digit & = 1 and &, = 2
mod 27 So this chwice is followed by the forced
selection of base 2 exacily +— times with associited
digit 0. The sabsequent digie is then odd. resultmg m
the overdl suffix A0,

Thues, suifix A0 guarsnices &£ = 241 mod 3" and @t
occurs precisely when the least significant base chore
is 2 with§ =i, These choices occur for a given irace
with probability p/ = p+p+.+p. Hence sufTix Aird
will mot bappen for any irasce in T with probability

{=py "

Lemima 7. Suppose k= | mod 2, I TF contains a
e with suffie AT then &= 2% 1 mod 27, we ey
fake Ky = 1 aved mg = 2., and the traces of Teg' afl
Fepreseit e ossociaied § e



This Femma deals witls the mecognisable instances of
k=241 mod 2"'. When base 2 is chosen for any § < /.
the sulffix is A4 Tor these cases. As this ocours in g
of cases, so we expect 7r,' 1o contmin approsimately
pi'|1'r| ebements,

We will assume &= 1 mod 27" if there is no suffix
A bul we know £ = 1 med 2. By Lemma 6. this
inroduces 3 small probability of emor which can be
decreased by taking a larper sample if necessany, or by
fumher mabysis, such as thiough a more exhonstive
amulvsis of suffices and their expected frequencics than
ihere is space for here. Nole, howeover, that if g’ =
then this choice of o will not resolve wlach resdoe
mod 2 is cormect. Hence an increases in securly mighi
b obtamed by having g = p.= .= p,= B where | = as
large s possible

Theorem 1. loaume soch bowe Y iy seleeted wirkh
prohahility m for auded haw vdives, g dligpir 1 ix ewily
sved for hases peeater than 2. Lok pl = ptpet Spy oeed
P-. =0 1—.F|'
hax pemeraled toace set Troand F (1 = = R¥1) is swoh
Hrerr Tr containg ao trace with suffic AIXA for ame d < §,

Thew k= 1 mod 2 with probabifitv ]! |I'I'] e

Snwpposy & is g rawdom odd fnfeger that

Proof. We prove thas by indoction on f. For /= 1 the
salcment claims modhang, amd s0 holds.  For the
imchiction siep, assume the stmement holds for somne
J = K soppose also that T contains no imce wilh
aufTix LKA Tor any ¢ = 7 By the induction Iy pothesis,

= 1| mod 2’ with probability TT/ '+ )"

Since & is mndom. the two possibilities for & mod 27
are equally likely, 5o, by Leouma 6, no occumence of
suffix A¥4 means & = | mod 27" with probability

il _'r"] ' This factor just needs multiplving inle

the prodhect (o obtain the claim for A1 in plczofy,. =

Theorem 2. Wieh assumpiions and notafion as in
Theowrem 1, supperse k b5 odd and |15 minbmod swcl ot
| = f = B4 and T contains @ frace with swffic A0V,
Thee k=241 mod 27 with probabiliny

T =1

r[. |1]+P.- b

01 = Fowee may fake by = 1 awed weo = ¥ and then the xer
af fraces for e esociated k15 Tr, A

Proof. Theorem 1 shows that, for the given definition
of [k =1 mod 2 with probability [T, 1 B

I k=1 mod 2 then, as in the proof of Lemma 6, all
traces must terminate with suffix [/, which is not the

case, Hemce & = 241 mod 2 with the stued
prohabality

For the base my; = 2. & = | mod wny amd so the associted
digit is & = 1, However, &, = & div ¥ is odd, which
forces the mext digi 1o be mon-zero. Hence o s the
mext operation lefiwards after the safis I¥4 which
corresponds do my,. Thos. the relevanl trsces for the
next digit ane those of Tr". (]

The values of & lor which no lenst sigolcant digt has
vet been assigned are those satisfving & = 1 mod 277
Picking maximal base m, = 2* gives &, = 1 amd mokes
&, even, The associated sct of profix mces should be
Try . A possible difficulty with this definition is that
for some traces removing the saffix 274 may splin
subsequences which comespond o one digll. However,
every choice of base 2' corresponds to o suffix [2d
where ¢ = &, and mwst be Tollowed by a nomber of
imsimces of base 2 with dign 0 which nakes the 1ol
modular division by ai beast 2" Hence the suffix 774
corrgsponds o the opermions for a whele mmber of
digits. Thercfore vy does indeed comain traces which
represend only operations for sequences of complele
digits, and =0 those truces all represent (he same key
value

Thenvem 3, Witk the same assuniprions aid aofotion
as in Thearemr 1, suppose every trace in Tr has suffic

DU Then, with probabiling n {1+ gy

k=1 mod l"'" ol W winai piok wirg = IH For thix
chafce .'i = 1. &, i% the connnan ko) for T, Ky b3 even,
arel .I'.r,-.- = T b.rui‘ tear sownee corelinnliny v T,

A5 Combining Digits to Reocover &

For every position) at which there is an occurrence ol A
in some trace of Tr, the pu'm:-:hlrcs of the provious sub-
section can be applicd o ]"F 1o oftaim a base and digin
al that point. These digits are used wien determining a
digit scquence for £ Saning of ;7 = 0, the digids are
schected ilernnively,  As well as a digit amd base, each
trce set 7' gives mise o another trace sct defined at
some position /=7 We will show het;

s For this defimtion of 7, the nexi dIFIiI 15 determingd
by whichever is appropriate of T or t?}_."']q“.

Here we noeed o check on the definion of the race

subsets. 06 apphed derstvvely, (e procedures above
would actoally determine smaller and smaller subsets:
cach e we appareilly take a subset of the fraces from
the previous sicp.  However, becaise only two koy
values (ore odd. one evem) are associaled with amy



position, every prefix which represenis ihe operations
of a compleic number of digits must comespond o the
oddid kew i it fermimaies with 4 and ihe even key il @l
fermimates with 9 OF course. every tmoe prefis
fermivgiing with 4 mpst consist of the operaions Tor a
whole number of digils since | cannol appear in the
middbe of the sequence of operations for a single digil,
So every tmce in Tr' is pencmted from a key valoe
which is common 1o them all. Hence, the full set Tr*
can be wsed to determing the next digit, not just the
subset of Tr,' determined by the procedures above

In the case of the prefix tmce sel Tr., it is not clear
which trces ame genemted by a complete key. 1n soane
cises, the Ninal 2 mey not be e Minal operation of ihe
digit sequence from which it wis demved. Hence. the
subsel (7 4" must be used, not Tr.i”. However, the
construction obscrved tat every swch trooe hsd sofTix
DA So (1" has the same cardinality as Tr",
Hence e tmce subsels bulletied above ane indeed (he
cormect ones 1o use for ihe key digits, and they do nol
progressively decrease in size.

The process of digit determination only begins 1o fail
ance a leading instance of A is encountered: Theorem 2
puanlecs progress up o thal point. Tmces are nod all
the same length,  Some will use a large base for ihe
most signidficant dig. Ther mital Us are deleted.
giving them lewer instances of I overall, making their
trmces shorer. These traces ame simply discarded when
Tully processed. The procedines above still apply 1o 1he
subscl  Again, following Theorem 2, frther digils can
sill be defined wwlil the trce sel becomes einpiv,
However, once the first (1.e. shorest) iraces mun o, the
remaining key is representable by a single digit, so it is
temmnded in absolute value by 2% =1 Each increment
of e position m the tmee set reduces the rpresentable
key by a foctor of 2. Eventually. assuming there are
enough traces, the mital A of (he longest trace bas a
digit bounded by 1, and so must be 1. Hence £ s
complerely determined.  “Ensugh” imces would be
present i for expmple, base 2 were chosen for the mos|
significant digit.  InsufTicient races just increases the
mumnber of possible vahees of & which may need testing
by a small Bactor (under 2}

A6 The Probability of Error

We luave been carcful o obtain the probability of emor
i each digit in order 1) do see if o ds feasible 1o recover
the key and i) fo sec how the probabilities p; might be
adjusied  in the algorithm  defimtion 1o provide
improved security,

The procedures of §3.4 define the probabilities in iems
of the st of the imoe sei bemg emploved o thad time.
Ciemerlly, it is equeal o the cardinality of & se1 of the
form ", This is equal to |7r| times the number of Tids
an position / divided by ile membgr of £00s or % in iha
position.  This can be approccimuded by [T times the
overall probability py of D0 divided by the overall
probability g of D4 or O Since the choice of base
s = 1 produces /-1 pocurmrences of D followed by onc
of 4 when i =0, [TF | = z |TH where
gm £l om BB AR
fo Wt Rtapet tRpy
For o uniform distrbution this works om a7 = 2%
where typscally we niglt expect & = 3 and for 2%-ary
sliding windows il swworks out & 7= ﬁ

In Fact, ihe formuly under-cstimates the averge e of
]"r;.". Some positions do not leve any accurrences of A,
and we do not use the assocued trace subsets, This
increases the average for tlose positions which do have
oceurrences of A,

MNext,  the  distmbution of  base choices m the
reconsimcied key differs from thal genemied by the re-

coding process. Suppose b iz odd lor the et of iraces al
some poil during the reconstmction.  In Theorem 2.
the cistribution of odd residues & mod 2% is uniform.
S0, neglecting  the assumed  small oombers  of
imcormectly asmpned cases mesufling [roam some of ihe
passible sufTixes nof oocurming, base 2 will be sclocied
for the reconsiructed key with probabiliny 27 for
0 <= i and produce an odd next key,  Funher, base
2% will tum up in the remaining 2™ cases of odd keys
bt produce an even next key.  [n half of all cases. an
even key will kead o an even key. Comsequently, out of
CVETY 2"-!-1 digil choices im the meconsiruction on
average 27 will be odd and 2 will be ¢ven

By Theprems 2 oand 3, the probabiliny  of the
reconsinicied key being comect is a product of Tactors

of the form iI+E"""‘ v, These Factors can be

approximated by (1+ 7773, Since choosing base
Y beats o § such Gciors, thene s essentially one such
factor for every bil of £ The exceptions ane whene an
evien key couses base 2 and dight 0 Then there s o
dioa about the commeciness of the digit 0. This East case

occwrs for 2(2°+2) 'logak bits of the initial key &
Oilerwise, for odd kevs, the mlative frequency of
different bases means that the facter 0+, 1 will
appear on average for 2702942y 'logsk  bBits il
< i < K and for 202%+2) 'logk bits if i = R,



Because pe’ = prtpat.tpe= 1L the factor for i =R is 1,
and = can be ignored. Hence,

Lemma B e key & con he recovered with a
Preilalility appaximately
I-I:i I1“'-FT_11-rr

‘n

-

where n= {142} logsk and 7 s as defined above,

The property ' < 1-p provides a kwer boumnd for this
prodiuct. Conscagucntly,

Lemma 9, For g wiiform diseibation of hase, the fey &
can fe recevered will o probabiline ot feoxs
i ]+':E.'«_'L] ATy

where n=(1-2" T 142' '}DH_,J;- amd w= F:__l

For specific choices, it is possible 1o cvalwe the
product in Lemma 8 exactly, A tvpacal chosce would
b 1o have a key with 192 bits. # = 3 (which requircs
sloritg two pre-compated multiples, nanely P and 3/,
and a uniform choice of base, e p) = p. = p = 14
Then o = ¥ wmd the produt i Lemnna 8 s st ander
27" for |Tr| = 9. So, if o key can be reconstmcted and
checked lor corectngss in unit tine,

Theorem 4, [ dbrhles and aoddy con be distinguivhed
o iedividigd teaces, aod fraces aee coptured Fom 9
.'r_||'.!||'.|.|'.;|'.'ur.irm.l.'4.l_|"|'.ir.|' srume prbfimaled 192=5ir kev, her the
Liardei-Smavs algorithan with wniforar selection of base
< ¥ run be Broken with a comfuitiationad effort af abow
Q2 Wit nwice ax many races, the compatational
effort finlls to wnder (2™,

OF counrse, the full force of all the patterns available and
their relative frequencies has nol ver been applied.
Hemce the diumger s probably  substantally  under-
estimaied.  Once o possible key has been recovened,
there 15 considemible unused dotw in the tces (hat has
il et been used and can be investigated Tor checking
purposes. Lin the amfonm case. aboul f-J- of the diata =
=0 far wmesed — that in the complementary  sets -."i'_.
This comains information abowl digits whose bases
were not sligned with those of the reconstnscied
represendation of £ Clopsing a differenl base from et
of the reconstruction process descrnbed above will
provide confirmation about the comecingss of each hi
al & Indeed. esch tnce has 1o be consistent with some
chobce of bases, and the nghtmost inconsisiency in a
trmce will nsoally be verv close to the nghimost bit m
empr, There is insufMicient space here 10 improve the
probubilities which are o consequence of this approach,
bt the compaiational feasibiliny of the aitack is already
assurd.

IF the attacker s unable o distingmsh cleardy bebween
adds and doubles. then the unnsed data vasaly increases
bis ability to make comections. Moneover, as cach digit
is obtgingd theough a purely local exiraction of dags
from traces, i is casy 10 mdomde an exhaonstive process
1o check for the overall best digin solutions using all
traices. wnd hence prioritise the order for considenng the
most likely values for & However, For the data iha has
becn used, any indistinciness between | and D s
umimporant.  [n this amack, s onlv necessny 10
eslablish whether oF nod an 0 has appeared ot each
position, The relative Troquency of A5 means ihal the
ceranty of this can be determuned with igh degree
Just by increasing the number of tmces sufficiently

4 Counter-Measures

Oar formulne for bounding the accuracy  repemdedly
iged the probabilitics of smaller bases moch more than
larger hases, and the sccurscy improves when these
probabilites o mcnessed ol e expense of ihe
probabilitics of brger bases. This is consistent with the
reater ambiguity afforded by digits of irger bases.
Thuss we recommend nol using 3 uniform chaice for the
base, bob emplaving & strong, bas lowands Birge bases,
such as was illusicsed in 2.2 In the exinome,
e stncdand,  mow-mmdomised. w=ary exponentition
technique is oblained. and this is not suscepiible to the
attack

The cost of key masking 15 ool entinely tovial in the
coniext of ECC. Adding a 32-bit mndom oneltipie of
he group omrder w0 the key incmeases e poinl
maltiplication cost by some [7% for 192-hit kews,
altlsrugh it is g mwoch smaller fracton of (he oal
cncryplion oot Adding a smaller mndem multipke is
probably ineffectve i U mesults in oo oumber of
repetitions of the snme key valoe wiihin the lifziime of
he kv, The ighly repetitive mature of he irsces
resuliing from the same prefix keys orming wp again
and pgain means that oo deplicated key could be
assumad if, and only il ireces malched closely cnough,

The “double-and-add-always™ method of computation
provides o good messure of  prodection, bot s
cxpensive, The aacker then has 1o dolennine whether
or mol the mesull of the addation 15 wsed before e cun
mount the gitack.  This 15 mach more diffical ihan
distinguishing the two opendions, Hence imces will be
susceplible 1 much more froquent emors, and a ouch
greater nundbser of traces will have o be recoversd

Tlwere are aliemstive randomised algontms Tor wiach
this tvpe of attack docs nod apply, and others {ha



display  similar weaknesses.  That of Oswald amd
Adpner |9 can be attncked inoa simlar way. MIST
[15, 17] does mot exhibit the same repetition of key
vahies dunmg key processing, and so may be a safer
chokce, A new algorithm by Tiohoer ol [18] may alse be
worily of considemniion

5 Conclusion

L mught have been loped tat the Liardel-Sier
alporthm would wvedd the cost of amy  additiomal
counter-mepsunes such as key blinding when ihe some
secrel kev is repeatedly re-used, bud this now appenrs
mal to be s Specifically, the key needs o be masked,
ar the pattcm of alds amd doobles has o be well hidden
For individual point maltiplicatons.

OF gourse, there are many cirgumsiances in wlich the
alpomthm &5 cleardy of wvalue, such as ECDEA for
which a different pindodn key & used every time, Then,
for suitable parmmeter clhoices, the space of keys
penerting o piven potlem of adds pad doubles =
idfcasibly Large, and so cannot be attacked successhully
without additional data.
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